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Abstract assume that an adversary places a number of viruses in the

network. We are interested in immunizing the minimum set

Recently, there has been significant research activity in of nodes, such that in the resulting network the spread of the
the algorithmic analysis of complex networks, such as so-virus is contained. Alternatively, given a fixed budget, we
cial networks, or information networks. A problem of are interested in containing the spread of the virus as much
great practical importance is that of network immunization as possible without exceeding our budget.
against virus spread. Given a network, a virus-propagation  The immunization process depends obviously on the
model, and an immunization cost function, we are interestedvirus propagation model. Models for diffusion of informa-
in containing the spread of the virus while minimizing the tion in a network have been studied extensively in various
immunization cost. In this paper, we consider two virus- disciplines, including computer science, sociology, physics,
propagation models and we propose immunization algo- and epidemiology. In this paper, we consider two different
rithms for each model. The experimental evaluation showstypes of models: théndependent-cascade modebnsid-
that our algorithms perform well on both synthetic and real ered by Kempe et al. [10] for the propagation of gossip,
graphs. Furthermore, it reveals the following interesting and dynamic-propagation modekimilar well known SIS
facts (a) the simple heuristic of immunizing the nodes with model [14] for epidemic spread. Each of these models, de-
the highest degree is not optimal, and (b) our algorithms fines a different objective for the immunization algorithm,
perform significantly better in small-world networks. and thus requires different immunization strategies.

Our contributions can be summarized as follows.

1 Introduction e We define a general framework that allows us to for-
mally define the immunization problem.

It is often the case that natural or man-made systems are
organized in networks. Examples include the Internet, the
Web, social networks, or networks of proteins. The normal
operation of such networks is threatened by the diffusion
of harmful information that is propagated through the links.
Examples include cascading failures in an electrical grid, e We study the algorithms experimentally on both real
sexually transmitted diseases in a sexual network, computer ~ and synthetic networks. We observe that contrary to

e We consider two different virus propagation models,
and we propose immunization algorithms for these
models.

viruses on the Internet, harmful gossip or panic in a social popular belief immunizing the node with the highest
network. We will collectively refer to the harmful informa- degree does not yield the best results. The benefits
tion that is propagated aswvarus, and we will refer to the of our algorithms are especially pronounced in graphs
process of impeding the spread of the virus as the immu- with high clustering coefficient, a case that is encoun-
nization of the network. This is a problem of obvious practi- tered in many real-life networks.

cal importance. We want to prevent disease spreads, protect
computer networks from viruses, and control the leakage of  The rest of the paper is structured as follows. In Sec-
sensitive information and unpleasant gossip. At the sametion 2 we review some related work. In Section 3 we define
time our resources (vaccination, anti-virus software, influ- the general framework for the problem of network immu-
ence) are costly and limited, so we are interested in achiev-nization. In Section 4 we we discuss in detail the virus-
ing the best possible effect, while allocating the minimum propagation models we consider, and we define immuniza-
possible resources. tion problems for these models. Our immunization algo-
The problem of immunization is defined informally as rithms are presented in Section 5, and our experiments in
follows. Given a network, and a virus-propagation model, Section 6. Section 7 is a short conclusion.



2 Related Work of the virus propagation we can think of the immunized
nodes as being removed from the network. The cost of

The Study of mathematical models for epidemic Spread the ?mmun?zation algorithm is the number of nodes that
has a long history in biological epidemiology, as well asin ~ are immunized.
the study of computer viruses [11]. The pioneering work of
Kermack and McKendrick [12] establishes the first stochas- *
tic theory for epidemic spread and proves the existence of an
epidemic thresholdvhich determines whether the epidemic
will spread, or die out. A large amount of recent work in
mathematical epidemiology focuses on providing analytic
expressions for epidemic thresholds for different propaga-
tion models and different families of networks [3—6, 14].

In homogeneous networks, immunizing random nodes in
the network is an effective mechanism for preventing the
epidemic spread [1, 14]. However, the method of uniform 4  Virus Propagation and Epidemic Spread
immunization breaks down for scale-free networks due to
the existence of highly connected nodes. For such networks Modeling virus propagation is a problem with long his-
it can be shown that there is epidemic threshold [14]. How- tory. The most popular models are the SIR (Susceptible-
ever, in these cases immunizing highly connected nodes apinfected-Removed) model, and SIS (Susceptible-Infected-
pears to be highly effective [8,14]. In the case that the topol- Removed) model. In the SIR model, a node may be in any
ogy of underlying network is unknown Cohen etal. [7] show of the following three states: Susceptible, in the case it does
that immunizing random acquaintances of random nodespot have the virus, but it can become infected if exposed to
is more effective than immunizing random nodes. Finally, jt: |nfected, in the case that it has the virus and can pass it
Aspnes et al. [2], assume that nodes in the graph act selfpn: Removed (or Recovered), in the case that it used to have
ishly and they study inoculation strategies from a game- the virus, but it recovered (or died), and now it is perma-
theoretic point of view. They also consider centralized ver- nently immunized and it no longer participates in the virus
sions of the problem, and they introduce the sum—of-squarespropagation process. In the SIS model, we assume that a
partition problem, for which they obtain a polynomial-time node may be cured from the virus, but it is not immunized,
O(log® n)-approximation algorithm. and thus it can become infected again. Therefore, a node

For a more complete review on virus propagation mod- ajternates between the susceptible and immunized states.
els and immunization algorithms we refer the reader to [13,  The two virus propagation models we consider are spe-
14]. cial cases of these two models. We now describe them in

detail.

The adversary, who has knowledge of the virus propaga-
tion model, and she plantscopies of the virus in the net-
work so as to maximize the spread of the virus. We will
use A, to denote such an adversary. The adversary may
also have knowledge of the choices made by the immu-
nization algorithm. We call such an adversangaaptive
adversary. We also considerandomizecadversary who
places virus copies uniformly at random.

3 The general framework
4.1 The Independent Cascade Model
The immunization problem has the following compo-
nents. The first model is a discrete-time special case of the SIR
model. Attimet = 0 the adversary plantsviruses to some
. X nodes of the graph. Then, if a nodbecomes infected for
modeled as a grapti = (V, E). We will consider only ot ime at timet it is given a single chance to infect each of
undirectedgraphs, although most of our results apply for jis neighborsj that is currently uninfected. The probability
directed graphs as well. Itis pqsgble 'Fo assume thaF t_hethat nodei succeeds in infecting nodgis p;;. If node i
graphs are drawn from a specific family. In the defini- o,cceeds in infecting, thenj becomes infected at tiet-
tions and algorithms we consider all possible graphs. In 1; otherwise nodé never attempts to infect nogeagain in
our experiments we investigate various popular families o fture (eventhough might eventually get infected by
of graphs. some of its other neighbors). The virus-propagation process
e The virus propagation model, that determines how the continues until no more infections are possible — clearly
virus spreads in the network. the process stops after at massteps.
This model is a special case of the SIR model, where
e The immunization algorithm, which has the power to im- we assume that time proceeds in discrete time steps and we
munize a set of nodes in the network in order to minimize require that nodes stay infected for exactly one time step.
the spread of the virus. An immunized node cannot re- We refer to it as independent cascade model, following the
ceive or transfer the virus. Conceptually, for the purpose terminology of Kempe et al. [10].

e The network, over which the virus propagates. This is



Now, letG be a graph of size, and letV,. be a subset of
r nodes of the graph wherecopies of the virus are placed.

continuously propagated in the network, but they may also
die. More precisely, an infected noderopagates the virus

Assume now that the propagation process is completed. Leto a nodej in a single step witlpropagation probabilitys,
S(N,, G) denote the expected number of infected nodes in while at the same time an infected node may recover with
G. The expectation is taken over all random choices maderecovery probabilitys. The ratio/J defines thanfection

by the propagation model. Also, let
Sr(G) = max S(N,., G),

r

rate of the virus.

Let M denote the adjacency matrix of gragh and
A1(M) be the largest eigenvalue df/. Then, condi-
tion /0 < 1/X1(M) is sufficient for quick recovery of

denote the maximum expected number of infected nodesthe system. More precisely the following theorem can be

where the maximum is taken over all possible initial virus
placements. The subsd{. = argmaxy, S(N,,G) corre-
sponds to choices of the adaptive adversary. WeS;dllr)

the epidemic spreadh G. We can give similar definitions

proven [9, 15].

Theorem 1 Given a graphG with adjacency matrix},
and infection rates /4, if /6 < 1/A1 (M) then the expected

for the epidemic spread in the case of a randomized adveriime until the virus dies out is logarithmic in the number of

sary. In this case we define
S.(G) = En,[S(N,, Q)]

to be theexpected epidemic spreashere now the expecta-
tion is taken over all possible positions of theiruses.
We now define the following immunization problems.

Problem 1 (EPIDEMIC SPREAD MINIMIZATION ) Given a
graphG, a numben- of initial viruses, and a numbé, im-
munizek nodes inG, such that the epidemic spre&d(G’)

in the immunized grapty’ is minimized.

Problem 2 (EXPECTEDEPIDEMIC SPREAD MINIMIZATION )
Given a graphz, a numbern- of initial viruses, and a num-
ber k, immunizek nodes inG, such that the expected
epidemic spreadS,.(G’) in the immunized graph is
minimized.

We note that for problenEPIDEMIC SPREAD MINI-
MIZATION (Problem 1), the role of the adaptive adversary
in our framework is played by the influence-maximization
algorithm in [10]. Problem 1 is NP-hard (the proof is omit-
ted due to space constraints).

The case OEXPECTEDEPIDEMIC SPREAD MINIMIZA -
TION (Problem 2) is different, since an algorithm for that

nodes in the system, against an adaptive adversary.

Moreover, for many interesting families of graphs, the above
condition is also necessary for quick recovery, i.eG,/i6 >
1/A1 (M), the expected time until the virus dies out is expo-
nential in the system size [9]. Thus, it makes sense to talk
about anepidemic thresholaf the network, which deter-
mines whether an epidemic will spread, or die out quickly.
A rigorous analysis of the dynamical model encounters
the problem of dealing with a non-linear system, which is
hard to solve analytically. So, we also considemalti-
ple copiesmodel, which is easier to analyze. In this model
we assume that each node may hold multgmeiesof the
virus. More precisely, let* be ann-dimensional vector that
describes the state of the network at time gtepherev! is
the number of copies of the virus at nodat stept. At
t = 0, v is the number of copies of the virus planted by the
adversary at node At stept, the system evolves as follows.
For every nodein the network, and for each of thé copies
of the virus at nodé, a copy of the virus is propagated to
node; with probability 3. Then, the virus copy dies with
probabilityl — §. If A = M + diag(1 —6,...,1 = 9),
and ' is the expected state of the system at gtethen
o' = Ad'"!. Therefore, the system is completely linear
and we can prove the following theorem.

problem attempts to immunize the graph against a random
strategy for influence spread. This problem is more closely Theorem 2 Given a graphG with adjacency matrixi/,
related with the sum-of-squares partition problem, which and infection rate3/s, the expected time until the virus dies
was studied recently by Aspnes et al. [2], even though ourout is logarithmic in the number of nodes in the system if
formulation is more general since it involves a stochastic (/8 < 1/A (M), and it is unbounded iB/6 > 1/ (M),
virus-propagation model. Aspnes et al. [2], prove that the against an adaptive adversary.
sum-of-squares partition problem is NP-hard, which implies
immediately that Problem 2 is also NP-hard. We are now ready to define the following immunization
problem for the dynamic model.
4.2 Dynamic Propagation Models
Problem 3 (THRESHOLDMAXIMIZATION ) Given a graph

The models we consider in this section are special case$7, and an infection ratg#/d, immunize the minimum num-
of the SIS model. We view virus propagation as a dynam- ber of nodes iz, such that3/§ < 1/A:(M"), whereM" is
ical birth-death process that evolves over time. Viruses arethe adjacency matrix of the immunized graph.



5 Immunization Strategies

5.1 The Independent Cascade Model

Minimizing the epidemic spread: In this section we dis-
cuss the proposed algorithms for network immunization and
epidemic-spread containment. We first describe our algo-
rithm for Problem 1EPIDEMIC SPREAD MINIMIZATION .

For the rest of this section we consider the case that

given the choice ofv; in the previous step, and we continue
until we select nodes. We call this algorith@@REEDY.

It is instructive to discuss the abo@REEDY algorithm
in the light of other possible immunization strategies. One
such strategy, which we callAx DEGREE and which we
evaluate in our experimental section, is to immunize the
nodes with the highest degree in the graph. Intuitively, the
best nodes to immunize are the nodes that disconnect the
graph in small-size connected components, since such dis-
persed configurations contain the virus as much as possi-

nodes are immunized against an adversary who places only,ja The drawback of th Ax DEGREEStrategy is that the

one virus ¢ = 1). The basic ingredient of the algorithm,
based on the observation of Kempe et al. [10], is to view the
probabilistic process of virus propagation as sampling over
all 2/ possible graphs according to the distribution de-
fined by the probabilitiep;; and then run the deterministic-

nodes with the highest degree do not necessarily disconnect
the graph in small connected components. As a simple ex-
ample consider a chain graph: except for the two side nodes
all other nodes have degree 2, so the strategy of selecting the
maximum-degree node cannot distinguish among any node.

cascade model on the sampled graph. For completeness, Wg, the other hand, it is clear that the best node to immunize

repeat the argument here: when a nétbecomes infected,
each currently uninfected neighbpof : becomes also in-
fected with probabilityp;;. This process is equivalent with
a process where each edg@ej) is live in the graph with
probability p;;, and the virus is propagating only over the
live edges. In turn, this is equivalent to sampling a graph
from the set of all subgraphs 6f, where each edgg, j) of

G is present inX with probabilityp;;, and then propagating
the virusdeterministicallyon the graph¥X.

Consider a graplX sampled frontG as described in the
previous paragraph. If the adversary places a virus at nod
u, then the number of infected node${u}, X), is the size
of the connected component &f that contains:. Then,
the expected epidemic spredd{u}, G) in G with initial
placement of the virus at nodecan be expressed as

S({u},G) = Y PriX]s({u}, X), 1)
X

where Pr[X] is the probability of obtaining graph¥
from G when sampling according to edge probabilities
Therefore, givertz, we can estimat§({u}, G) using Equa-
tion (1): sample graph& from G and compute the expected
size of the connected component thdielongs to.

Let G|, w,,... De the graph resulting after immunizing
the nodesw;,ws,... of G. Assume first that we want
to immunize only one nodek(= 1). For all candidate
nodesw; to be immunized, we can compute the value of
S(Glw,) = max, S({u}, G|, ), which is the worst-case
(over all possible initial virus placements) expected epi-
demic spread if the node; is chosen to be immunized.
Then we choose to immunize the nad¢hat minimizes the
epidemic spread(G|,,). In the case that we want to immu-
nizek > 1 nodes we proceed ingreedyfashion: we first
immunize the nodev; that minimizesS(G|.,). Then we
find the best nodev, to be immunized in the grap&|..,,
that is, we find the nodev, that minimizesS(G|uw, w,)

e

is the node in middle of the chain. TI&REEDY will cor-
rectly identify the middle of the chain as the best node to
immunize, since this is the node that minimizg$>|., ).

Running time: The overall running time o6GREEDY, for a
graph ofn nodes andn edges i<(Q(n? + nm)k), where

k is the number of nodes to immunize afyds the number

of samples per iteration. We omit the detailed analysis due
to lack of space.

Minimizing the expected epidemic spread:We now dis-
cuss the modifications needed in the ab@rEEDY algo-
rithm in order to address the problem of minimizing the ex-
pected epidemic spread in the network. Consider a sample
graph X with ¢ connected components of sizes ..., n.,

such thatn; + ... + n. = n, and letf; = n;/n for
i=1,...,c Lets(X) denote the expected epidemic spread
on X, where expectation is taken over the adversary’s place-
ments. Assuming again that the adversary places one virus
in the graph, the virus will infect the wholeth connected
component with probability; and the size of spread will be
preciselyn,. Therefore,

i=1 =1

From the above equation, it is immediately obvious why
this case is related with the sum-of-squares partition prob-
lem [2], as we mentioned in Section 4.1.

The GREEDY algorithm for EXPECTED EPIDEMIC
SPREAD MINIMIZATION is similar to the one we described
before. Nodes are immunized one at a time until a total of
k nodes are selected. To select a node to immunize, we use
the equatior5(G’|,,) = >_ Pr[X]s(X|w), which is analo-
gous to Equation (1). We estimaﬁéG’Lu) for all nodesw
and select the one that yields the smallest value. The overall
running time of the algorithm i®(Q(n + m)k).



5.2 Dynamic Propagation Models 6 Experiments

Following the discussion in Section 4 the epidemic Wats-Strogatz Model Wats Model
threshold for the dynamic propagation model is equal to the o
inverse of the largest eigenvalue of the adjacency matrix
Therefore, the objective of the immunization algorithm is .

to decrease this eigenvalue, while incurring the minimum =
. —— EiG
possible damage to the network. ossf |~ Batch

—e— MaxDegree
Now, let\;, andw; denote the largest eigenvalue of ma- o ——

trix M and the corresponding eigenvector. Alsodgtde-

note thei-th row vector ofM. The value\;w, (¢) is the pro-

jection length of the vectos; on the eigenvectow;. The Figure 4. Drop of the first eigenvalue for different

value )\1 CaptureS the collective Strength of the alignment values of the parameters q and o.

of the row vectors with vectow;. The eigenvectot, is

the vector with which the points are most strongly aligned.

Nodei with the maximumuw; (¢) value corresponds to the In this section we compare the performance of the pro-

row vector that is most strongly aligned with the vecioy. posed immunization strategies against other natural heuris-

Therefore, removing, we expect a large disturbance in the tic strategies. We also explore how the underlying graph

alignment withw; and thus a large decrease in the eigen- structure affects the relative performance of the various al-

value \;. In the multiple copies model the value, (¢) gorithms. For the experimental evaluation we use both syn-

determines the rate at which the nadaccumulates virus  thetic and real datasets. We will demonstrate that our al-

copies. After enough time steps, the node with the maxi- gorithms out-perform the other heuristics. We will also

mum valuew (i) will be the node with the largest number demonstrate that our algorithms perform better for graphs

of virus copies. with high clustering coefficient, thus being more appropri-

The algorithm we propose, nam&t, is the following.  ate for small-world networks.
Proceed in iterations, where each iteration takes as input a
matrix B. For the first iterationB = M the system matrix. 6.1 Datasets
Compute the largest eigenvalue and the corresponding
eigenvectonw; of B. Let 3/4 be the epidemic threshold. If For the synthetic datasets, we generate two different
B/6 < A; the algorithm stops. Otherwise, find the nade graph typesscale-freeandsmall-worldgraphs.
with the maximum value in the eigenvector , and remove

it from the graph, that is, remove the corresponding row and Scale-free graphs|In scale free-grz_iphs. the probability that
column fromB. The resulting matrix will be given as input & Node of the network has degrieés proportional ok,

to the next iteration. The running time of the algorithm is With 7 > 1. We generate scale free graphs using the gen-
O(kT), wherek is the number of nodes removed, afids erating model proposed in by Barabasi aod Aloers [3]. The
the time to compute the first eigenvalue and eigenvector. If9raPh generation process proceeds by inserting nodes se-

the graph is sparse this can usually be done in time propor-duéntially. Each new node to be inserted in the graph is
tional to the edges of the graph. linked to one existing node, which is chosen with probabil-

ity proportional to its current degree. This process simulates
the “rich get richer” effect, and generates scale-free graphs
with exponenty = 3. We useGp to denote the family of
Sgraphs generated by this model.

—— EiG

—— Batch

—e— MaxDegree
—=— MaxDegreelt

107 107 10° o 5 10 15
q value o values

We make one more observation about the qualitative
properties of our algorithm. The principal eigenvalue of a
graph gives us also an indication about the connectivity of
the graph. Large eigenvalue corresponds to a graph that i
densely connected. The nodes with the maximum value inSmall-world graphs: We use the termsmall-world
the first eigenvector are the ones that are most tightly in- graphs [16,17] to describe graphs with snedléracteristic
terconnected. Removing these nodes causes the connectiypath lengthand largeclustering coefficientThe character-
ity of the graph to drop. Note that the eigenvector values istic path lengthL is defined as the average shortest path
provide information about the global structure of the graph. between any pair of vertices. The clustering coeffici@nt
This is one of the reasons why our algorithm, as it will be- is defined as the average fraction of pairs of neighbors of
come obvious in the experiments, performs in general bet-a node that are also connected to each other. We generate
ter than the simpl# Ax DEGREEheuristic that removes the  small-world graphs using the generating models proposed
node with the maximum degree, which takes into accountin [16] and [17]. We usé&y; to denote the family of graphs
only local information. generated by the former model ag¢g, s for the family of
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Figure 1. Expected epidemic spread for Gp and Gy s (¢ = 0.01) and Gy (o = 3).
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Figure 2. Expected epidemic spread for real graphs.

graphs generated by the latter. For graph&in, the gen- at the Collection of Computer Science Bibliographieghe
eration process is governed by a parametenntuitively, co-author graph is constructed by creating undirected edges
« determines the probability that two nodes will be con- between authors that have been co-authors in the same pa-
nected, given the number of their common neighbors, thus,per. We think of the co-authors dataset, as representative of
it controls to which extent the graph will contain communi- a social network.

ties. For small values af the graph has small and densely
connected components. Asapproaches infinity, the gen-
erated graphs become random graphs. Fogthe graphs

on the other hand, the generation process is governed by th
parametely. Initially, all nodes are on a ring lattice with
each node having degrée The parametey determines the
probability that an edge from the initial lattice is rewired to
connect to another random node in the network. Small val- Power-grid graph: In this graph the vertices represent gen-
ues ofq entail in graphs that have high clustering coefficient erators, transformers and substations, and edges represent
and large average path length, while large valuegakate  high-voltage transmission lines between them.

random graphs. For values @ttlose t00.01 the generated

graphs are small-world graphs. 6.2 The Independent Cascade Model

Autonomous Systems (AS) graphsThese graphs repre-
sent the Autonomous Systems topology of the Internet. Ev-
ery vertex represents an autonomous system, and two ver-
ices are connected if there is at least one physical link be-
tween the two corresponding Autonomous Systems. We
considered such different datasefs.

We note that the familie§y,, Gws and G are quite
distinct. We do not observe power law degree distributions
for the graphs irGy, and inGy s, while we observe very
low clustering coefficient for the graphs ¢s. However,
this is not the case in real life, where we observe networks
with scale free and small world properties. Such an example
is the co-authors graph we describe next.

For the independent-cascade model, we compare the
GREEDY algorithms with strategiesMAx DEGREE and
Max DEGREHT, which select the nodes to immunize based
on their degrees. Th®lAX DEGREEalgorithm immunizes
the nodes in decreasing order of their degree in the original
graph. TheMAax DEGREHT algorithm, is similar, but after
each step it updates the degrees of the nodes and selects the

In addition to the synthetic datasets we also experimentpest in the current graph. We also compare with So&T
on real graphs: theo-authorsgraph, thepower-gridgraph  zigorithm which is defined as follows. Initially, the algo-
and the autonomous syste®S-graphs rithm computes for each node the gain achieved by remov-
ing only this node from the network. It then sorts the nodes

Co-author graph: The co-authors dataset consists of 8000 1 //jiinwww.ira.uka.de/bibliography
authors of papers in VLDB, PODS and SIGMOD available  2available athttp://iwww.cs.ucr.edu/ vkrish/
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Figure 5. Drop of the first eigenvalue after removing fixed number of nodes for real graphs

in decreasing order of that gain, and proceeds by removingand an arbitrarily selected AS graph with 8000 nodes. In
the nodes in that order. Finally, we compare with the algo- all experiments we conducted that tB&®REEDY algorithm
rithm RANDOM, which at every step selects a random node consistently outperformes the other strategies. We also no-
to immunize. Throughout the experimental section if the ticed that theSORT algorithm tends to make good choices,
results forRANDOM are omitted is because the algorithm although it does not take into account the changes in the
performs incomparably bad. underlying graph structure. The same important observa-

For realizing the independent cascade model we assigrtion, that the performance of the algorithms is related to the
a uniform probabilityp to each edge. We experiment with  clustering coefficient of the graph, carries over to the real
different values for the parameterin all cases we consider graphs as well. In particular, in the co-authors graph the
as measure for the performance the epidemic spfeaut GREEDY algorithm performs clearly better than the other
the expected epidemic spreﬁd methods. The difference between the different algorithms

Figure 1 shows the expected epidemic spread for the dif-is not that striking in the AS graph. In trying to explain
ferent algorithms as a function of the number of nodes re- this variation, we consider the clustering coefficient of the
moved from a scale free network. We experiment with a two graphs and we find out that for the AS graph we have
4000-node graph from thég, Gy s and Gy, families. In Cas = 0.42, which is much smaller than the clustering
all cases we have used= 0.8, although our results show coefficient of the co-authors grapfico = 0.64. This in-
similar trends for other values gfof the independent cas- dicates that the structural properties of real graphs affect the
cade model. Additionally, there graphs frag, ¢ family performance of the algorithms.
were generated withh = 0.01. For the graphs frongy, we
useda = 6. Both the values of the two parameters result 6.3 The Dynamic Propagation Model
in models where the underlying graphs have high cluster-
ing coefficient and low average path length. (We elaborate In this section we evaluate the performance of our immu-
more on the relationship between the performance of ournization strategies for the dynamic propagation model. We
algorithms and the clustering coefficient in the next subsec-again compare our proposed algoritie with MAx DE-
tion.) Although the th&SREEDY algorithm performs consis- GREE, MAXDEGREHT, andRANDOM, which are defined
tently better than all other strategies, its superiority becomesas in the previous section. We also considerBhgcH al-
particularly apparent in small-world graphs. Those are the gorithm, a faster variant of th&ic algorithm that processes
graphs of th&jy s andGy, families. nodes in batches. At every step, tBaTcH algorithm re-

For real graphs we report experiments only for the ex- moves the/ nodes with the highest value in the first eigen-
pected epidemic spread. The results for epidemic spread ar@ector of matrixP. Experimental evidence shows that using
similar. In Figure 2 we show results on the co-authors graph/ = 2 does not degrade the performance of the algorithm.



For valued > 2, we observed a significant drop in the per- problem under two different models for virus propagation.
formance. For the independent-cascade model we propose a greedy al-
For comparing the performance of the different algo- gorithm and for the dynamic-propagation models we pro-
rithms we experiment as follows. For a given graph we pose a simple heuristic, which is based on intuition drawn
evaluate the ratio of the graph’s largest eigenvalue after im-from linear algebra. We experimentally show that our algo-
munizing a fixed number of nodes, to its initial value. The rithms performs extremely well in practice and much better
nodes are immunized according to different immunization than degree-related heuristics. Our experimental evaluation
algorithms. We repeat the test for different number of re- shows that our algorithms perform strakingly better than
moved nodes and for all families of generated graphs andother heuristics when considering graphs with high cluster-
real graphs. Again for the generated graphs we experi-ing coefficient. Additionally, their performance is not af-
mented with graphs with fixed number of nodes. However, fected by the average path length of the graph, which makes
we also did extensive scalability experiments that show thatour algorithms useful for small-world networks.
the relative performance of the algorithms is along the same
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In this paper, we consider the problem of network immu-
nization against a virus spread. We study the immunization



