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Abstract

This paper studiesthe problem of updatesin decen-
tralised and self-oiganising P2P systemsn which peers
have low online probabilities and only local knowledg.
The update strategy we proposefor this ernvironmentis
basedon a hybrid push/pull rumor spreading algorithm
andprovidesa fully decentalised,efiicientandrobustcom-
municationschemewhich offers probabilistic guarantees
rather than ensuring strict consistency We describea
generic analytical modelto investigatethe utility of our
hybrid updatepropagation schemefrom the perspectiveof
communicatioroverhead.

1. Intr oduction

In most peerto-peer (P2P) systemsdata is assumed
to be rather static and updatesoccur very infrequently
For applicationdomainsbeyond merefile sharing,for ex-
ampletrust managemenf2] or peercommerce,suchas-
sumptionsdo not hold and updatesin fact may occurfre-
guently Othertypical applicationswherenew dataitems
areaddeddeletedor updatedrequentlyby multiple users
are bulletin-board systems, sharedcalendarsor address
books,e-commerceataloguesandprojectmanagemernih-
formation.

To improve fault-toleranceand responsetime data is
heavily replicatedn mostP2Psystemsandthesystemmust
take into accounthatpeersareautonomougsndmaybe of-
fline frequentlyandthatno globalknowledgeonthe system
exists. Thisis especiallyelevantfor upcomingmobileervi-
ronments.Thuswe areoperatingin a decentralisedetting
without global control. This is the settingwe assumeor
updatesin our P-Grid P2Psystem[1, 3] describedn this
paper To meetthe challengesmposedby a high replica-
tion factor, lack of global knowledge,andpeersbeingon-
line only with a very low probability, we exploit epidemic
algorithmsunderthe assumptiorthat probabilisticguaran-
teesinsteadof strict consisteny is sufficient and suchan
approachcan indeedbe usedin a decentralisedand self-
organisingervironment.

Our proposedupdate algorithm is based on rumor
spreading. We modify existing messagedlooding algo-
rithmsto achieve lower communicatioroverheadsout pro-
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vide similar probabilisticguaranteeandlow lateng. Since
we assumehat peersare mostly offline, we proposea hy-
brid push/pullalgorithm so that offline peerscan inquire
for updatesthat they had missedwhen they becomeon-
line again. In the push phasethe algorithm usesa new
mechanismapartfrom traditionalfeedbackandprobabilis-
tic methodsto propagatea rumor, to avoid mary duplicate
messageby propagatinga partial list of peersto which a
particularmessagénasalreadybeensent. It alsoemploys
this list in conjunctionwith the numberof duplicatemes-
sagegeceved at a particularnodeasa local metricto es-
timate the extentto which a messagédnasspreadglobally,
andtherebytunestheprobabilisticparametersf thegeneric
algorithmlocally which is a novel contribution. As will
be discussedater, the currenttaxonomyof epidemicalgo-
rithmsdoesnot exploit the advantage®f speculatior{feed-
forward) for significantreductionof communicationover
head.

Further the algorithm dealswith logical connectvity
(knowledge),andis disentangledrom the underlyingnet-
work/physicalconnectvity. Consecutiely, the propagation
of message# the physicalnetwork and thus the imple-
mentationof applicationsis an orthogonalissueand may
employ ary point-to-point/multicast/ad-hcaommunication
mechanisn(for example,[4, 13]). Thoughthis work was
initially motivatedby P-Grid, the algorithmis genericand
can be appliedin other systemstoo. Our modifications
to existing messagdlooding algorithmsand other results
mayaswell beappliedto othersearch/updatalgorithmsor
broadcast/multicasichemesvhich employ flooding.

Anothersignificantcontribution of this paperis anana-
lytical modelof the gossipingalgorithmunlike mostof the
literaturewhich relies on simulationresults. Sinceour al-
gorithmis genericasarguedabove the analyticalmodelis
valid for mary of the othervariantsof flooding algorithms
andsoaretheresultsof our analysis.

2. Moti vation and problem statement

Variousglobal storagesystemshave beenproposedfor
example Freenef7], OceanStor§24], Pastry[26], andFar-
site [5]. Their main goal is to provide distributed storage
that scalesto very large numbersof usersand datasets.
Additionally, they may exhibit certainspecialisationghat
stemfrom their intendedapplicationdomains. For exam-
ple, Freenetwantsto supportfree speechand anorymity
onthe Internet,whereasOceanStoréocuseson distributed
archival storagewhich requiresspecialsystemsupport.



From the viewpoint of datamanagementhesesystems
shouldaddresdwo critical areas:

1. Efficient, scalabledataaccessvhich is providedmore
or lessby all approachesand

2. Updatesto the datastored,especiallywith respectto
replicationandlow online probabilities.

Many of the accessschemesare basedon somemech-
anismthatassociatepeerslogically with a partition of the
searctspaceny meanof adistributed,scalabléndex struc-
ture (P-Grid, OceanStorepnd usereplicationto improve
responsienessand fault-tolerance. Someof the systems
supportupdates. For example,OceanStoreusesclassical
schemesgor updatingreplicasandassumesigh availability
of seners,whereasn thesystemsawve ervisionthepeersare
fairly unreliable.Our assumptionsare:

— Peershave low online probabilitiesand quorumscan-
notbeassumed.

— Eventualconsisteny is sufficient.

— Sincewe do not target databasesystemsupdatecon-
flicts arerareandtheir resolutionis not necessaryn
general.

— Probabilisticsuccesgyuaranteedor searchare suffi-
cient.

— Consecutie updatesaredistributedsparsely

— The requiredcommunicationoverheadis the critical
measurdor the performancef theapproach.

— Thetypical numberof replicasis substantiallyhigher
than assumecdchormally for distributed databasesut
substantialljower thanthe total network size.

— The connectvity amongreplicasis high andthe con-
nectvity graphis random.

The two last pointsrequirefurther discussion:We may
expectafew hundredo thousandeplicasto bemaintained.
An intuitive explanationfor suchnumberss thatif we need
a 99.9% succesgyuarantedor a searchand only 10% of
thereplicasareonline on average thena serialsearchwill
needabout65 attempts(since0.9%% ~ 0.001). This does
not accountfor load balancingamongthe available repli-
caswhich may accountfor anotherfactorof 5 to 10 times
of replication,particularlyfor “hot” items. Statisticsfrom
someof themusicfile sharingsystemshaw thatonaverage
200to 250replicasof samefiles areavailable,not counting
the replicasthat are not shared[30]. This requiresdevis-
ing a schemewhich scalesat leastbeyond the hundredso
thousands.

We assumehatthereplicaswithin alogical partition of
the dataspaceare connectecamongeachother and each
replica knows a minimal fraction of the completeset of
replicas.If notenoughreplicasareknown they canbe effi-
ciently obtainedby randomizedsearch.Additionally repli-
casgetknown throughthe updatemechanisndiscussedn
this paper Evenwhenpeerspotentiallyknow alarge frac-
tion of the completereplica populationthe use of rumor
spreadindearsanumberof advantagesscomparedo im-
mediatelycontactingthe completeneighborhooddgor up-
dates: betterload balancing,reduceddelay due to paral-
lel propagationimprovedrobustnessgainstthangesn the
peernetwork, andonly partial knowledgeof the neighbor
hoodis required.

3. Systemmodel

In the analysisof the updatealgorithm we focus on
the amountof communicationrequiredto achieve quasi-
consisteng and provide probabilistic guaranteedor suc-
cessfulandappropriateresultsfor queries.As obsenedin
[22] we assumea very low rateof conflicts. Indeed,mary
applications for example, musicfile sharingor news dis-
semination have sucha profile where,if datais altered.,it
maybetreatedasdistinctandcoexistsasdifferentversions.
Similarly, deletionsmay usecorventionaltombstonesand
deathcertificates. Theseissuesare relatively orthogonal
to the communicationmechanismusedto corvey the up-
datesamongthe replicas. Further in a decentraliseays-
tem, suchas P-Grid the “data” may indeedbe knowledge
regardingthe systemstopology, for exampletheroutingta-
blesusedin P-Grid[1]. Mostof thesesystemsperatewith
a relatively high degreeof imperfectknowledge,which is
why probabilistic guaranteeof information dissemination
in suchapplicationscenarioss suficient.

Our systemassumesn infrastructure-lespeerto-peer
system,i.e., all peersare equaland no specialisednfras-
tructure,e.g., hierarchy exists. No peerhasa global view
of the systembut basetheir behaiour onlocal knowledge,
i.e.,its routingtables replicalist, etc. The peerscango of-
fline atany time accordingto arandomprocesghatmodels
the behaiiour when peersare online. Physicalconnectv-
ity andtopology areignored. We canassumehatif two
peersare online a communicationchannelmay be estab-
lished betweenthem. This is not a seriousrelaxationof
assumptionsinceif two peersmay not communicatewith
eachother, they will simply perceve eachotherto be of-
fline. It is primarily the erratic behaiour of online avail-
ability andthe completelack of global knowledge,aswell
asthe absenceof ary centralisationand thusthe needof
self-organisationwhich promptsusto call thiservironment
unreliable. The limited resourcesparticularly bandwidth
(andpowerin wireless/mobileervironments) andthevary-
ing degreefor toleranceof lateng makesthe ervironment
evenmorechallenging.

Our updatepropagatiorschemehasa pushphaseanda
pull phasewvhich areconsecutie but mayoverlapin time. A
new updateas pushedy theinitiator to asubsebf responsi-
ble peerdt knows, whichin turn propagatét to responsible
peersthey know similar to a constrainedlooding scheme.
By “responsible”we denotepeersthat are affectedby the
updatebecausehey hold the original versionof the data
item. In our analysisof the pushphasein the next section
we assume synchronousnodelwhichis a standardnodel
for analysingepidemicalgorithms[18].

Peersthat have beendisconnectedoffline, disruption
of communicationjand get connectedagain,peersthat do
not receve updatedor alongtime (locally determined)pr
peerghatreceve apull requestput arenot sureto havethe
latestupdate enterthe pull phasego synchronisendrecon-
cile. The pull schemds similar to anti-entroy [9], in the
sensethatthe pulling party tries to synchronisetself with
thepulledparty. Sincethe pulled partyitself maybe out of
sync, it is preferableto contactmultiple peersand choose
themostup to datepeer(slamongthem.



Pushphaseof the update algorithm:  Whena peerp re-
ceivesa updaterequest(U, V, Ry, t), whereU is the up-
dateddataitem, V its versiort, ¢ is a counterwhich counts
thenumberof pushroundsthathave alreadybeenexecuted
fortheupdatefromapeerf, it alsorecevvesapartial(flood-
ing) list Ry, to which the sameupdatehasbeensent(not
necessarilyecevedby all peersin R¢). Thenp chooses
randomsetR,, of its replicatingpeersandforwardsthe re-
questU,V, Ry UR,,t+ 1) with aprobability PF(t) to the
setR,\Ry. PF(t) canbeary function,andis aselftuning
parameterdeterminedocally by p. Anotherbenefitof R ¢

is thatp possiblydiscoversreplicasunknown to her.

~

/* At replica ‘p’ (push phase) */
| F recei ved(Push(U, V, Rf, t)) THEN

/* process the update if not precessed it yet */
I F ProcessedUpdate(VU, V, R f, t) == FALSE THEN
Sel ect a random subset Rp of replicas

with |Rp| = R* f_r;
Wth probability PF(t):
Push(U, V, Rf union Rp, t+1) to Rp \ Rf ;
/* PF(t): deterministic or self
tuning function */
ProcessedUpdate(U, V, Rf, t) = TRUE

Sinceary replicapushegheupdateatmostonce theter-
minationdecisionis trivial, andthe numberof pushrounds
gives the lateng/ of propagatingthe updateto all online
replicaswith high probability (arbitrarily closeto 1).

Pull phaseof the update algorithm: Whena peergets
connectedagain becauset was offline or suffered from
a communicationdisruption,received no updatefor some
time, or recevesa pull requestout is not surewhetherit is
in sync,thenit enterghepull phaseandinquiresfor missed
updates.

/* At replica ‘p’ (pull phase) */
I F online_again OR no_updates_since(t) or
(received_pull and not_confident) THEN
/* not _confident is true:
no update received within tine T */
Contact online replicas;
Inquire for mssed updates
based on version vectors;

4. Analysis

4.1 Setupand notation for the analysis

The goal of our updatealgorithmis not to achieze com-
pleteconsisteng but ratherto know whatis the probability
of a correctanswergiven certain model parameters.We
assumehat every peerknows a subsetof all replicasthat
replicatethe samedata.We considetthereplicanetwork to
be a smallP2Pnetwork itself but with no internalstructur
ing. It handlesupdates/requestsr a partition of the data
space.

In the analysiswe start from a completely consistent
stateanalyseasingleupdaterequestandevaluatethenum-
berof messageandtime (roundsof messagexchangeye-
quiredto reacha consistenstateagain. Sincemostof the

1This actually is a vector of version identifiers of the form
(VersionIdy,Versionlds,...,Versionldy,). Versionidentifiersare
universally unique identifiers computedlocally by applying a a crypto-
graphicly securehashfunction to the concatenatedaluesof the current
dateandtime, thecurrentlP addressndalarge randomnumber

replicasare offline mostof the time, our notion of consis-
tentstateis morerelatedto the online populationR? , ata
giventime 7 ratherthanthewholesetof replicasit. Though
our analysisis generic,we evaluatethe algorithmfor real-
istic scenariosavailability of the peersto bearandompro-

cesswith expectedvalue of beingonline between10% to

30%. Thereplicationfactoris assumedo be betweenl00
to 1000andthoughscalabilityis not a majorissuefor such
small numberdarger replicationfactorstoo have beenin-

vestigatedTablel shavsthenotationusedin our analysis.

When an updateU is initiated for a set® of replicas
with cardinality R, in generathe online populationin push
roundt will be R, (t) = Ron(t—1)*0+[R—Ron(t—1)]*0
wheres = 1 — ¢; andf = e, whereR,,,(0) = R}, if the
updatestartsattime 7. ¢; istheprobabilityof anonlinepeer
goingoffline in onepushroundande: is the probability of
anoffline peercomingonlinein apushround. Thesevalues
aretypically smallandmay vary in differentpushrounds.
For the sale of simplification, we will initially ignorethe
effect of replicascomingonline, andwill furtherassumea
constantr, hencewe have R,,,(t) = Ron(t — 1) * 0. Ne-
glectingthe effect of positive ¢, is justified becauseeers
comingonlineneedto executepull any way, andthusdo not
contributeto thepushphase Thus,evenif somepeerscome
online during a push phase,and receves updatethrough
push,it will not make ary major differenceto the whole
systems behaior or theanalysisof the same.Theassump-
tion of a very small ¢; is justified becausea single push
roundwill take a very smalltime (network delayfor a sin-
gle message)and unlessthereis ary kind of catastrophic
failure, a very small numberof peerswill suddenlydecide
to go offline. Further we choosea discretetime modelfor
the rumor spreadingalgorithm, just like mostotherrumor
algorithms. This in itself doesnot meanthatwe needsyn-
chronousounds.lt is indeedpossiblethatbecausef vari-
ationin network lateng, messagesf differentpushrounds
livein thenetwork atthesamenstantof time. Thus,instead
of treatingt strictly astime, it needgo beinterpretedasthe
round number andthe replicaswhich getinfectedby that
round are effectively replicasthat eventually getsupdates
from thisround. Thust doesnotin itself necessarilyefine
anorderedchronologyof receving updatesamongall peers
in thesystem.

Typically theparameterssuchasf,, o, R, R, (0), may
vary overtime. But for the purposeof analysiswe may as-
sumethatthey remainconstanthroughouta singleupdate
pushphase.In Section6 we will give someindication of
how the parameterganadaptover time to the varying net-
work topologies.

The choice of two parametersPr (probability of for-
warding an update)and f,. (fraction of total replicasto
which peersinitially decideto forward an update)rather
than defining only one parametemwhich couplesboth of
themtogetheris becauseve wantedto studythe effectsof
boththesefactorsin limited floodingalgorithms.For exam-
ple, a protocollike Gnutella[8] usesfloodingwith a fixed
fanout,but usesno notionof Pg. Actually its useof TTL
effectively meanghat P is 1 for TTL rounds,andO after
that. Someothersystemsfor exampleoneusinggossipfor



R Cardinalityof the setof replicasi®t

t Numberof the pushroundfor a particularupdate

U Theupdatemessager its size(notationdepend®n the context)

ML(t) Sizeof messages roundt

L(¥) Normalisedsizeof the partiallist of replicaswhich have the updatein round¢. Thisis equalto the
numberof entriesin thelist dividedby R.

R, (1) Numberof replicasonlinein round¢

o Probabilitythata peerstaysonlinein the next pushround

Ir Fractionof replicasto which peeranitially decideto forwardtheupdatemessage

newreplicas(t) | Numberof new replicasreceving updatein roundt

msg(t) Numberof messages roundt, includingmessagew offline replicas

Fraware(t) Incrementin fractionof onlinereplicaswhich areawareof the updateafterroundt

Saware(t) Totalfractionof onlinereplicaswhich areawareof the updateat the beginning of roundt.

Pr(t) Probabilitythata peerpushesanupdatein roundt if it recevedit in roundt — 1.

B Sizeof datarequiredto describeonereplica(e.g.,10 bytes).

Table 1. Notation used in the analysis

ad-hocrouting [13], on the otherhandusesprobability of
forwardingrumorsasa designparameterIn orderfor our
analysisto be generakenough suchthatall thesevariations
of limited flooding canbe reducedto specialcasesof our
model,we includedthe notion of bothfanoutandprobabil-
ity of forwarding.

4.2 Analysis of the pushphase

Round 0

Thereplicainitiating the updatepropagatiorsends to f,.
fractionof replicas.Thuswe obtaina total numberof mes-
sages,msg(0) = R * f. (including messageso offline
replicas). The numberof new replicaswhich receve the
updateis newreplicas(0) = R,,(0) f-. Thenumberof on-
line replicaswithoutupdatés R,,,(0)(1— f,.). Themessage
lengthin thisroundis ML(0) = U + R * B * f,

Round 1
Assumingmessagdooding,whereeveryreplicawhichre-
ceived an updatemessagelecideswith probability Pr(1)
to forwardit to R * f, replicaswe have:

msg(1) = Ron(0)oPr(1)RfZ(1 - fr)

The expressiormay be explainedasfollows. R, (0) f-
of the onlinepopulationreceizedthe updatein the previous
round,afractiono of thesereplicascontinueto stayonline
in the presentound,a Pr(1) fraction of thesereplicasde-
cideto forwardthe messageEachof the R, (0) f+o Pr(1)
peergdecideto pushtheupdate forwardingit to R(f,. — f2)
replicas sinceit knowsthattheupdatehasalreadybeensent
to f2 of the £, fractionof randomlychoserreplicas.Actu-
ally, in caseareplicareceivesupdatenformationfrom more
thanonereplica,it canusethelist of ‘updatedreplicas’in
eachof thosemessagesndhencethe numberof messages
canbefurthertrimmed,atanadditionalcomputationatost.

Ron(0)0(1 = 1) *
[1 = (1= fy)Ror @ Pr ()

newreplicas(1)

The expressionmay be explained as follows: Of the
R,,(0)o(1 — f.) uninformed online peers, a fraction
(1 — f,)Fer (0 froPr(1) peerscontinueto stay uninformed
wheneachof the R,,,(0) fro Pr (1) informedpeersforward
(pushlto f,. fractionof randompeers.Theothersrecevethe
updateafterthis round. For the messagéengthwe have:

ML(1)

U+RxBx(fr+ fr(1—f)
U+R+xBx(1—(1-f)?)

Roundt > 2
Theresultsmaybegeneralisedsfollows:

newreplicas(t) = Ron(t —1)(1 — faware(t —1))o *

1-(1- fT)Ron (t_l)an.wa're(t_l)a'PF(t))

Thuswe obtainthe fraction faqware(t) and faware(t)
as:

anware(t) - (]- - faware (t)) *
(1= (1 = f,)Ben(t-Dfsaware(t-1)o Pr (1))
Then,
faware (t) = faware (t - 1) + an'ware(t - 1)

1- (1 - faware(t - 1)) *
(1 — f)Ron (=D fscware(t=2)0 Pr(t-1)

Notethatthisis arecursie relationshipand f,.,q rapidly
growsto 1. Theexpressiorfor f,.,q... mayexceedthevalue
of 1, but thatwill have no physicalrelevance,andthusthe
functionneedgo bedeterminedisingaceiling functionand
fraware 100 Needgo be reevaluatedaccordinglyin the fi-
nal pushround. Also notethat Pr(t) canbe ary arbitrary



function of ¢, which individual nodescandefinein anad-
hocmanneyandwe will seethatthis will be a self-tuning
parametefor our pushphasealgorithm.

It is subtleto determinethe numberof messagesand
lengthof thesemessageslf the partial list of replicas,to
which the updatehasalreadybeentransmittedalong with
theupdateinformationU, is ignored,we have

msg(t) = Ron(t — 1) fraware(t — 1)oPr(t) R

sinceeachof R,,,(t — 1) fAaware(t — 1)o Pr(t) replicas
(thesereplicasreceved the updatein the previous round,
and continuedto stay online, and decidedto forward the
same)forwardthe updateto R, replicas.If the partiallist
of replicasis accountedor, thenthe numberof messages
decreas¢o

Ron(t — 1) fraware(t — 1)o Pr(t) *

Rf:(1=fr)

andthelengthof eachmessagén roundt is givenas
ML({t)=U+RxBx(1-(1— f,)t1)

We now provethetwo equationsbove by induction. Let
thenormalisedengthof the partiallist of replicasin ames-
sagebe denotedoy L(t). Thenormalisedengthof thepar
tial list is thefractionof thetotal replicasthatthe partiallist
containsThenM L(t) = U + R * B = L(t).

InductionhypothesisL(t) =1 — (1 — f,)t*!

Now L(t + 1) = f. + L(t) — frL(t), sincethe Rf,
replicaschoserrandomlyareindependentf thereplicasin
thepartiallist. Now, if our hypothesiss truethen,

msg(t) =

Lit+1) = fr+1-Q0-Ff)"* = f0-0- )"
= 1_(1_fr)t+1+fT(1_fr)t+l
= 1—(1-f)?

Thusthehypothesiss consistentSincethehypothesiss
truefor ¢t = 0, 1, usinginduction,we concludethat L(t) =
1—(1— fr)* whereM L(t) =U + R x B x L(t). Thus,

Ron(t — 1) faaware(t — 1)oPp(t)R *
fr(1=L(t = 1))

msg(t) =

= Ron(t - ]-)anware(t - ]-)UPF(t)RfT(]- - fT‘)t

As maybeobsened, L(t) increasesvith roundnumber
t and a legitimate questionto askis its effect on the re-
source(Memory/CPU/Bandwidth/Raer) availableat each
of thereplicas.A way to dealwith increasingL(t) may be
to chosea normalisedthresholdlength L, (t) suchthat
L(t) = min(Lpes(t), L(t)*) whereL(t)* = L(t — 1) +
fr — L(t — 1) f.. Thiscanbeachievedby discardingeither
randomentriesor the heador tail of the partiallist. In this
casef(n)s)g(t +1) = Ron(t) fraware(t)oPr(t+ )R f. (1 —
Lmaz‘ t

fraware @Nd foware Stay unchangedsince the extra
messagegeneratedy reducingthe L(t) areall duplicate

messages.Thus the nodeswhich pushthe updatein the
next roundpaythe penaltyof forwardingextramessages.

NotethatthecasewhereL,,,.(t) is zerofor all replicas
correspondso thecasewherenolist is propagatedandwill
enhancehenumberof duplicatemessagesyithoutany im-
provementin coverageof unreachedeplicas.

4.3, Analysis of the pull phase

If areplicap comesonline at a randomtime (after the
pushphasés over),thenit will (verylikely) find theupdate
information from ary of its online replicas. The underly-
ing assumptiorior suchanoptimismis thatary replicathat
cameonline in the meantimemusthave pulled the update
informationby the time the concernegeerp cameonline.
Thisjustifiesthe eagernessf the UpdatePull algorithm.

Whatis moreinterestings whathappensf p comeson-
line while a pushof anupdateis undervay. If f,.qre frac-
tion of thereplicasR,,, arealreadyawareof theupdatethe
probability of areplicap gettingtheupdatein a attemptss

1—[1 = (Ronfaware/ R)]*

which implies that a constanthumberof pull attempts
shouldgive the updateinformation with high probability.
Sinceupdatesare propagatingoy pushaswell, the above
term givesa worst caseestimate.Indeedif faqware (refer
to pushphaseanalysis)fraction of onlinereplicasreceved
updatesin the previous pushround (¢t — 1), then (if they
continuepushing)the probability of gettinga pushis

1= (1= f(1 = L(t)))Ben(t-D)fraware (t-1)a Pr (t)

4.4. Query (request)

Servicing requestsunder (possibly relatively frequent)
updatesds similar to the Pull phaseof updates.For simple
servicingof requestswe may indeedusethe sameanaly-
sisasin the Pull section.Sincerequestare moresensitve
(updatesanbelazy, andstrongconsisteng is notour goal,
however we intendto returncorrectand mostrecentresult
for ary query)we maydefinesomemajority logic, or usea
versionschemdor identifying latestupdatesor a hybrid of
thetwo.

5. Analytical results

Basedontheanalyticalmodeldevelopedin the previous
sectionwe investigatedor variouservironmentalparame-
tersthe performanceof the pushphaseof the propagation
of a singleupdate.For the evaluationof the recursve ana-
lytical functionsa C-programhasbeendeveloped.

Our performancecriterion for this analysisis primarily
thenumberf messagethataregeneratedspartof asingle
update,comparedo the extentto which the updatepropa-
gatesamongthe online population. As a simplifying (and
for fixednetworks,realistic)assumptionwe ignoremessage
size,assinglemessagesanaccommodat¢éhe messagesf
maximalsizethatcanoccurin our setting.

In the following resultplots (e.g.,Fig. 1) we will shov
on the y-axis the numberof messagegenerategper mem-
berof theinitial online population.As assumedn the pre-
vious sectionpeerscoming online are not participatingin



the propagation. Ignoring the fact that peersmay go of-

fline throughoutthe push phasemakesthe analysismore
pessimistic. On the other handsinceotherapproachesio

not accountfor peersgoing offline, we chosethe simple
metric of comparingto the initial populationsize,in order
to enablecomparisonso relatedapproachesOn the x-axis

we will give the percentagef the online peersthat have

becomeaware of the update. Sincethe analysisis made
in roundsthe plot is discrete,and the marks (points) on

the curvesindicate the discretesteps. From the number
of pointson the curvesit canbe seenhow fastthe rumor
spreadglatenc), but our maininterestis the communica-
tion costinvolvedin updatingall online peers.

5.1 Resultl: Impact of theinitial online population
size

In this analysiswe studiedthe impactof varyingtheini-
tial online populationfor the plain flooding scheme. If the
initial populationsizeis too smallascomparedo the total
population,the probability that a peerto which a message
is sentis availableis toolow, andtherumorwill notspread.
Varyinginitial online replicasR,, (0) betweenl to 100%
it is obsenedin Fig. 1(a) that without a significantinitial
online populationk 5%), it is difficult to make all online
peersawvareof anupdate.ln casehereis asignificantinitial
online population the messageverheads relatively inde-
pendenbf theonlinepopulationasseerin theFig. 1(b) for
avariationfrom 5-30%of total population.However, mes-
sageoverheads very high for this plain flooding scheme,
around80 messageperonline peer

5.2 Result2: Impact of Varying f.
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Figure 2. Varying f.

Sinceflooding is exponentialin nature,a limited fanoutis
sufficient to spreadthe updateto a completepopulation.

A largefanoutwill causeunnecessarguplicatemessages.

Varying f, it is inferredin Fig. 2 thattheintuitive expecta-
tions aretrue, andit is not necessaryo pushto too mary

replicas,sinceit doesnot significantlyenhancehe update
propagationhowevercreateightto tentimesmoredupli-

catemessagesThusit is sufficient,andindeeddesirableto

have a smallfanout.
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Figure 1. Varying initial online replicas R,,(0)
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Figure 3. Varying sigma (o)

Evenif the ervironmentalparametew (probability of on-
line peersstayingonlinein consecutie pushrounds)varies,
andis quite low, Fig. 3 demonstratethat the algorithmis
quite robust to replicasgoing offline (without forwarding
the update)after recevving the update. Indeed,typically o
will be largerthan0.95. We investigatedower valuesof
o, becausecuriously the messageverheaddecreasesig-
nificantly if several replicas‘fail’ to forward the update.



Thiswasanadditionalreasorthatpromptedusto introduce
Pr(t) in ouranalysisandis discusseahext.

5.4. Result4: Impact of Pr(t)
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Figure 4. Varying Pr(t)

With the progressof the pushrounds,a large popula-
tion will becomeaware of the update(exponentialgrowth
initially), andavery smallpopulationwill beleft unawvare.
Consecutiely, if all newly aware peersdecideto continue
gossiping a large numberof messagearegeneratedfor a
smalltargetaudience.Thusevenif a smallfraction of the
newly awarepeersgossipiit is sufficientto reachoutall un-
informedpeers,andusinga substantialljower numberof
messaged-ig. 4 indicateghatthe beststratgy is to reduce
the probability of forwarding updateswith the increasen
numberof pushrounds,which eliminatesmary unneces-
sarymessagesOn the downside,it is essentiato properly
tune Pr(t), lestthe updateis not propagatedo the whole
population.Wewill briefly describeuningof Pr(t) in Sec-
tion 6 for optimisationsand self-tuningof parametersn a
decentralisednannerusingonly local information.

5.5. Result5: Scalability

As statedpreviously, scalabilityhasnot beenour princi-
ple concernwith replicationfactorbetween100-1000,but
our push schemealso scaleswell, as obsered for a to-
tal populationvaried between10* to 108 with R,,/R =
0.1,0 = 1, Pp(t) = 0.8+0.7t+0.2 and f, chosersuchthat
to tenonline peersa messagés sent,i.e., R,, * f» = 10.
Theresultsare shovn in Fig. 5. As may be obsenedthe
total numberof messageperinitially online peerhasade-
centlylow value. With theincreasen total population,the
numberof messageperonline peeris decreasingsinceall
parameterdhiave beenkept fixed. For a small population,
we do not needa fanoutof tenonline peers,and choosing
a smallerfanoutincreaseghe numberof pushroundsbut
decreaseshe messagaverheadas shovn in Section5.2.
Thuswe concludethat for a very large rangeof total pop-
ulation, the messageverheadcan be, with properchoice
of fanout,limited to around20 messageper initial online
peer Giventhefactthatthisis sowhenthereis no knowl-
edgeasto which replicasareactuallyonline, andthusthe
bestthat canbe doneis to useten messagesye think that
our simple (look andimplementatiorwise) pushalgorithm
is quiterobust,aswell asscalable.
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5.6. Simpleflooding (likein Gnutella) and variants

Sinceour PushphasealgorithmusesGnutella-like lim-
ited messagebroadcast(flooding with some specific fan
out), whichis known to have scalabilityproblemg[25, 2§],
it is imperatize to point out the improvementachieved by
very minor changes,since similar modificationsmay be
madeeven in the Gnutellamessagdlooding schemego
male it moreefficient.

Thoughflooding (Gnutella)hasbeenamplyanalysedy
mary researcher&nd music file sharingenthusiaststhe
ping and pong messagesequiredto establishsucha con-
nectiity/neighbourhoodare mostly ignored,which makes
Gnutellaworse. Assumea randomdistribution for the
replicasto stay online, with a probability p,,,. We have
avg(Ron) = ponR. Thentheexpectechumberof peerghat
arereachedn A attemptawvhenactually K replicasareon-
lineis (K x A)/R. Thusthe expectednumberof attempts

to reachS onlinereplicasEg(A4) = Y & B=5+PK) - pq.
suming peersstay online accordingto a Poissonprocess,

ie. P(K) = & Bpen) ™ \ye haye

Es(A) & S/pon[1—exp(—R*pon) Y5 (R*pon) X /K]

We thenuse f, = Es(A)/R. Thenthe expectedmes-
sagesrequiredin pure flooding (without duplicate avoid-
ance)may be obtainedfrom the geometricsum1 + (R x
fT) + (R * fT)2 + o+ (R % fT)RequiredPushRoundsfll In
thecaseof Gnutellalik e duplicateavoidancethetotal num-
berof messagesreatedperupdatewill beexactlytheaver
agefanoutmultiplied by numberof peersonline, thatis to
say therewill beonanaveragef, messageperonlinepeer
andthe propagatiorof updatewill incur the samelateng
asin thecasef floodingwithout duplicateavoidance since
duplicateavoidanceonly reduceghe numberof redundant
messagewithout ary effect on the spreaddf the updateit-
self.

Recentlya variantof pure flooding hasbeenproposed
by Haaset.al. [13] calledG(p, t) for the “Ad-hoc On De-
mandDistanceVector(AODV)” routing algorithm. There,
for thefirst ¢ roundsit follows a pureflooding, while in the
next roundst’ > t, eachnodedecidesto continueflood-
ing with aprobabilityp. Simulationresultshave shovn that
suchanapproachreducesnessageverheadyy aquarterto
athird, ascomparedo pureflooding. Sincethis schemds
strictly a specialcaseof our algorithmiit is obviousthatour



expectedresultsare supposedo be better In Table 2 we
summarizethe comparisonn termsof total messagegper
initially online peerandlateng (numberof rounds). Our
analyticalresultagreeswith the simulationresultof [13],

asit maybeseenin Table2 thatusingG(0.8, 2) eliminates
substantialinnecessargnessageascomparedo duplicate
avoidancdik ein Gnutellaor evenwith partiallist. However
improvementswith our schemeare dramatic,either when
the whole populationis online or whenonly 10% of them
areonline,andis significantlybettereventhanG(p, t)[13],

with a maminal dravbackof anadditionalpushround(la-

teng) in eachcase.

Scheme é‘fjfg) Pushrounds
Gnutella 4 7
UsingPartial List 3.92 7
Haaset.als G(0.8,2)[13] | 3.136 7
Our SchemePr(t) = 0.9° | 2.215 8

R,,/R =10%/10%;0 = 1; F, = 0.004(fanout = 4)

Scheme é‘f:?g) Pushrounds
Gnutella 5
Using Partial List 35.22 5
Haaset.al's G(0.8,2)[13] | 28.49 5
Our SchemePr(t) = 0.8° | 16.35 6

Ron/R = 102/10% 0 = 1; F, = 0.04
(EzpectedE f fectiveFanout = 4)

Table 2. Comparison

In conclusion,what may be arguedis that onceneigh-
boursarelocatedin Gnutella,thereis no needto repeathis
exercise.However sincethis schemds meantfor propagat-
ing updateswhich arerelatively infrequent,and using ef-
ficientindexing schemesuchthat messagdloodingis not
requiredfor searchingijt is incorrectto assumehat estab-
lishedonlinereplicascontinueto stayonline. It is primarily
thiskind of unreliableervironmentwhich hadpromptedus
for our pushscheme.

6. Optimisations and self-tuning

Apartfrom usingcertainoptimisationtechniquedik e di-
rectionalgossiping[20], we may usecertainad-hoctech-
niguesto reducethe total bandwidthusage.

Foremostwe can use an acknavledgement(ack) that
replicap sendsbackto replica f if p recevesan update
from f. Herep mayadopta policy to reply backonly to the
first or first £k randomreplica f;, from whichit recevesthe
update. Consequentlyf; will have betterchancedo find
online replicasin future updates. Sincemostof the mes-
sagesare wastedin locating online replicas, this stratey
may help. Furthermoreif thereareotherreplicasyf; which
hadforwardedan updateto p, they will assumgfrom the
lack of anack) thatp is offline, andhencemay decidenot
to sendfuture updatestherebyreducingthe numberof du-
plicatemessagesentto p. This stratgy will only be effec-
tive for shorttime intervals, sinceover a periodof time, p

is expectedto be online accordingto a randomdistribution
for all the replicas. Moreover it is desirablethat f; again
forwardsupdateso p in remotefuture sinceit is possible
(quitelikely) that f; is no moreonline.

The numberof duplicatemessagersecevedby areplica
p alsoprovidesan essentiallocally available metric thatp
may utilise to tune parameters’r(t) and f,. (In the case
that replicasadopta policy of sendingmultiple acks then
the numberof acks maybe usedsimilarly.) ThoughPr(t)
hasbeenshaown to be a deterministidunctionof ¢, it canbe
assignednad-hocvalueaswell without affectingthe gen-
eralinferencesdravn from suchsimplistic functions.Most
importantly Pr(t) shouldbereducedsignificantlywith in-
crementof ¢, speciallysincetherearefewer unavarerepli-
caswith every t, andhencethe needto propagatenessage
is lesser Anotherinformation availableto the replicasis
the messagdength L(t) which providesan estimateof the
extentof propagatiorof updatemessageandhenceto tune
fr andPg.

Similarly, we may significantly decreasehe numberof
Pull messageslt is not necessaryor a replicap coming
onlineto instantaneouslpull updatesIt canwait till it re-
ceives updatefrom somereplica f and pull updatesfrom
f. This savesthe unnecessarynessagesvhich are other
wise wastedto find an up to dateonline replica. However
this lazy andoptimistic approacthasa performancdrade-
off duringqueries.Thisis becauséf thereis aquery(Q for
p, thenit will notbeableto answetthequery(sinceit is not
awarewhetherit hasanupto dateinformation),but instead
will itself haveto initiate a pull.

7. Relatedwork

Updatesin the presenceof replicationis a widely re-
searchedield. This sectionpositionsour approachwith
respectto the researchdonein the areasof databasesys-
tems,groupcommunicationandP2PsystemsMost of the
relatedwork hasbeendonein the contet of databaseys-
tems.Recentlygroupcommunicationtechniqueglazy epi-
demic algorithms)have beeninvestigatedor this purpose
aswell. Only little work onreplicationandupdatess avail-
ablefrom the P2Pdomain.

7.1 Replication and updatesin databases

Several recentapproachegxist that attemptto address
someof theproblemsgivenin Section2, but cannotmeetall
requirements.For example,iAnywhereSolutions[10, 17]
proposeacentralsenerbasedschemdor mobiledataman-
agemenwith wirelessandoffline dataaccessClearly, such
centralisedschemeslo not suit a totally infrastructure-less
ervironmentas we assume.[19] describeshierarchy-less
distribution of data,but the approachis confinedto highly
available sites. [12, 23] proposeoptimistic replica man-
agementschemesn a peerto-peerway (or using hybrid
schemes)andprimarily addressnobility throughreconcil-
iation technigueswvhich may be consideredas variantsof
anti-entropy. They usea pull-basedreconciliationscheme
which thusexhibits limited consisteng guaranteesln Xe-
rox PARC’s Bayouproject[29], a weakly connectedepli-
catedstoragesystemupdateconflict managemertiasbeen



addressedhroughtentatve and committedwrites to pro-

vide besteffort consisteng, alongwith anti-entrojy based
conflict resolution. It is similar to the approachpresented
in [11]. However, it assumesignificantlylessreplicasless

updates(and henceconflicts), and while the systemsup-

portsfrequentemporarynetwork partitions,it assumeshat

disconnectionarerathershort.

Datareplicationin Mariposa[27] useseconomicmea-
suresto determinewhento replicatedataand usesunidi-
rectionalperiodicreconciliationtechniquesandrule-based
conflictresolution. Othereconomicparadigmgo maintain
distributed datareplicasinclude [15, 16, 21] wherea pri-
mary copy modelis usedto provide one-copy serializabil-
ity. Theseapproache®ptimiseresourceusagebut inher
ently assumethe availability of the resourcesandreplicas
in general. The Ficus[22] replicatedinternet-file system
triesto scaleto large numbersof usersandfiles. It usesop-
timistic P2P-basedile replicationbasedon the assumption
thatin file sharingsystemsconflictsarerare,andcanoften
beresoled.

7.2 Group communication and lazy epidemic
schemes

Many corventional databasereplication schemesand
file sharingschemesoften use either group communica-
tion methodsor rumor conceptsto propagateupdated6],
assumingthat such primitives are in themseles robust
enough.Groupcommunicatiorprimitivestypically cantol-
eratea specificnumberof faults but are not applicablein
suchhighly unreliableervironmentsthatwe assumeEven
gossip-basedpproachedpr example,probabilisticbroad-
cast[4], areinsufficient, anda hybrid push/pullschemds
required. The novel approachof our work is the use of
push/pullin the context of replicasbeing offline long and
frequently andin thesignificantreductionof messagever-
headin the pushphase Ourapproachmaybeconsiderecs
agenericversionof [13].

Randomisedumor spreadingalgorithmsmay be cate-
gorized[9] by the gossipterminationdecisioncriteriaused
by peers. The first cataory is definedby whethernodes
usefeedbackirom othernodes(for example,whetherthey
alreadyknow therumoror not) andthusdecideon their fu-
turecoursepr not (generallycalled“blind” then).Thesec-
ond cateyory of algorithmsuseseither probabilistic (coin
flipping) or deterministic(counter)measureso determine
whento stop. Many rumor spreadingalgorithmsare hy-
brids of thesetwo categoriesandresultsindicatethatfeed-
backandcounteramprove thelateng of rumorspreading.

By usingthe partial randomlist of replicasto which a
rumorhasbeensent,we arealsosendingnformationabout
replicashithertounknown to certainnodes,thusgradually
propagatingglobal information, and the ideais similar to
work donein the context of resourcediscovery, calledthe
namedropperschemg14].

Thedirectionalgossipingapproact20] exploits knowl-
edgeof the logical connectvity/topology of the systemto
minimisethe numberof messagesequiredfor updatedis-
tribution. Unfortunately this approactcannotbe appliedin
the scenariosve addressdecauseeplicasgo online/ofline

frequentlywhich changeshetopologyconsiderablysothat
topologicalknowledgecannotbe exploited.

In anotheranalysisof randomisedumorspreadindg18],
it hasbeenshaowvn that a hybrid push/pull algorithm has
performancebenefitssince pushgrows fast (quadratically
in the beginning, and then exponentially) when there are
veryfew nodeswith therumor, andavery largetargetaudi-
ence,while pull is efficient whenmostnodesalreadyhave
a rumor, andvery few still needit. Their algorithm, be-
sidesbeing very complex assumegontinuousavailability
of all peers,and cantoleratea limited numberof perma-
nentfailures,but cannotdealwith online/ofline behaiour
at all. However, their hybrid push/pullschememotivated
usto employ the samestratayy. In our work we exploit the
adwantageof push/pull,thoughthereis a subtledifference
of objectives. We exploit the exponentialnatureof pushto
achiese a rapid spreadof updatesamongonline nodes,so
thatany nodecomingonlinelatermayeasilypull thesame.

7.3. Peer-to-peersystems

Generallystate-of-the-arP2Psystemsonsiderthe data
they offer to be very static or evenread-only Unsurpris-
ingly, mostof themthusdo not addressipdates.Typically,
centralisedor hierarchical)P2PsystemssuchaswasNap-
steror now is FastTrack, maintaina centralisedindex of
dataitemsavailableat online peers.If anupdateof a data
item occursthis meansthat the peerthat holds the item
changest. Subsequentequestsvould getthe new version.
However, updatesare not propagatedo otherpeerswhich
replicatethe item. As a resultmultiple versionsunderthe
sameidentifier (flename)may co-exist andit dependson
thepeerthatausercontactsvhetherthelatestversionis ac-
cessedThesameholdstruefor mostdecentralisedystems
suchasGnutella[8].

The Freenef7] P2Psystemusesa heuristicstrategy to
route updatesto replicaswhich is uncertainto guarantee
eventualconsisteng. Searcheseplicatedataalong query
paths(“upstream”). In the caseof an update(which can
only be done by the datas owner) the updateis routed
“downstream™asedon a key-closenesselation. Sincethe
routing is heuristic,the network may change,andno pre-
cautionsaretakento notify peersthatcomeonline afteran
updatehasoccurredconsisteng guaranteearelimited.

In OceanStor§24] every updatecreategnew versionof
the dataobject(versioning). Consisteng is achiered by a
two-tieredarchitectureA client sendsanupdateto the ob-
ject’s“inner ring” (somereplicaswho arethe primary stor
ageof the objectand performa Byzantineagreemenpro-
tocol to achieve fault-toleranceand consisteng) andsome
secondaryeplicaghataremeredatacachesn parallel. The
innerring commitsthe updateandin parallelan epidemic
algorithm distributesthe tentative updateamongthe sec-
ondaryreplicas. Oncethe updateis committed,the inner
ring multicaststhe resultof the updatedown the dissemi-
nationtree. To our knowledgeanalysisof the lateng/ and
consisteng guaranteefor this updateschemehasnot been
publishedyet.



8. Future work

Tuning the push phasemay not only be donethrough
feedbackmechanisméto determinavhento stoppushing),
but alsoby a speculatie (feed-forward)mechanismin this
paper we have usedheuristicsto find properparameters,
but we planto explorethepossibility of bothfeed-backand
feed-forward to evolve a proper mechanisnof parameter
tuningusinglocal knowledge. To verify the correctnessf
theanalysisif someof the simplifying assumptionsirere-
laxed, we planto usesimulations,which will alsohelp us
investigatevhetherthereis bimodaf behavior [4, 13] even
in theassumee@nvironmentof verylow peemresenceAlso
the effect of non-uniformonline probability of peersneeds
to be explored. In sucha scenaricarelatively reliablenet-
work backbonewould exist andthuswould make possible
further performancemprovements.We planto useour P-
Grid peerto-peersystemas a testbedfor the implementa-
tion andpracticaltestsof thealgorithm.

9. Conclusions

This paperdescribedan efficient, genericpush/pullgos-
siping algorithmfor highly unreliable,replicatederviron-
ments. It providesan analyticalmodelto demonstrat¢he
significantreductionof messageverheadisingcertainop-
timising techniquegpartial lists) and propertuning of the
gossiping(push)phasewhichin consequencenprovesthe
scalability of the algorithm. The analyticalmodelfor the
gossipingalgorithmis a significantcontributionin contrast
to mostof the literaturein this areawhich relieson simu-
lation results. Sinceour algorithmis genericthe analytical
modelis valid for mary of the other variantsof flooding
algorithmsandso arethe resultsof our analysis.We have
demonstratethatour algorithmis robustandapplicablein
unreliableervironmentssuchas current peerto-peersys-
tems. Anothermajor advantageof the algorithmis thatit
is totally decentralisecand usesno global knowledge but
exploits local knowledgeinstead.This makesit suitablefor
state-of-the-arsystemsn theP2R mobility, andad-hocnet-
workingdomains.Finally, it introduceghenotionof specu-
lation (feed-forward)into thefield of epidemicalgorithms.
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