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Abstract—

Recentlythe problem of indexing and locating contentin
peerto-peer networks hasreceved much attention. Previ-
ouswork suggestst is usefulto cacheindex entries at inter-
mediatenodesthat lie on the pathstakenby search queries,
but until now there has beenlittle focuson how to main-
tain theseintermediate caches.This paper proposesCUP, a
protocol for performing Controlled Update Propagationto
maintain cachesof index entries in peerto-peer networks.
CUP asynchronouslybuilds and maintains cacheswhile an-
swering search queries. CUP is independentof the under-
lying search mechanismand therefore can be usedin the
context of any peerto-peer network.

CUP controlsand confinespropagationto updateswhose
costislik ely to berecoveredby subsequentjueries. CUP al-
lows peer nodesto usetheir own incentive-basedpoliciesto
determine when to receive and when to propagateupdates.
We compare CUP againstcachingwith expiration at inter-
mediate nodesand show that CUP significantly reducesav-
eragequery latency (by asmuch asan order of magnitude)
acrossa wide variety of workloads. Mor e importantly , any
propagationoverheadincurr ed by CUP is compensatedor
by a factor of 2 to 200times in terms of savings in cache
misses.

I. INTRODUCTION

Peerto-peer systemsare self-oganizing distributed
systemswhere participatingnodesboth provide and re-
ceive servicesfrom eachotherin a cooperatie effort to
prevent ary one nodeor setof nodesfrom being over
loaded. Peerto-peersystemshave recentlygainedmuch
attention,primarily becauseof the greatnumberof fea-
turesthey offer applicationghatarebuilt ontop of them.
Thesefeaturesinclude: scalability availability, fault tol-
erancedecentralizeédministrationandanorymity.

Along with thesefeatureshascomean array of tech-
nical challengesFor example,a fundamentaproblemin
peerto-peersystemss thatof locatingcontent.Giventhe
nameor a setof keyword attributes (metadatapf an ob-
ject of interest,howv do you locatethe objectwithin the
peerto-peemetwork? Most peerto-peernetworks return
asetof index entriesin responsé¢o asearcihguery These
index entrieshold the locationsof replica nodesin the

network that sene contentwhose metadatasatisfiesthe
searchguery

Recent work suggeststhat metadata-basedearch
queriesfor index entriescanbe a performancéottleneck
in peerto-peersystemgl]. As aresult,designersf peer
to-peersystemssuggestachingindex entriesatinterme-
diatenodeghatlie onthepathtakenby asearchquery[2],
[3], [4], [5]. We referto this asPath Caching with Expi-
ration (PCX) becauseachedndex entriestypically have
expirationtimesafterwhichthey areconsideredtaleand
requireanew search.

PCX is desirablebecauset balancesguery load for
popularentriesacrossmultiple nodes,it reducedateng,
andit alleviateshot spots. However, little attentionhas
beengivento how to maintaintheseintermediatecaches.
Thecachemaintenanceroblemis interestingoecausé¢he
peerto-peermodel assumeghat the index will change
constantlyaspeernodegoin andleave the network, con-
tentis addedo anddeletedrom thenetwork, andreplicas
of existing contentareaddedto alleviate bandwidthcon-
gestionat nodesholdingthe content.Eachof theseevents
causesa changein the currentglobal setof valid index
entries.Keepingcachedndex entriesup-to-dataherefore
requiredrackingwhichentriesneedio beupdatedaswell
astrackingwheninterestin updatingparticularentriesat
eachcachehasdied dovn soasto avoid unnecessaryp-
datepropagation.

In this paperwe proposea protocol for performing
ControlledUpdatePropagatioffCUP)to maintaincaches
in a peerto-peernetwork. CUP asynchronoushbuilds
cachesof index entrieswhile answeringsearchqueries.
It then propagatesipdatesof index entriesto maintain
thesecaches. CUP is not tied to ary particularsearch
mechanisnandthereforecanbeappliedin both networks
that perform structuredsearchas well as networks that
performunstructuredgsearch.In structuredsearchsearch
queriedollow awell-definedpathfrom thequeryingnode
to an authoritynodethat holdsthe index entriespertain-
ing to the query[4], [6], [5], [7]; in unstructuredsearch,
searchguerieshaphazardlyravel throughthe network via
flooding or randomwalks in searchof index entries[2],
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Fig. 1. CUP Query& UpdateChannels.A; and A» areauthority
nodes. A queryarriving at node N, for anitem for which A; is
the authorityis pushedonto querychannel@Qx, to Ni. If N; hasa
cachedunexpired entry for theitem, it returnsit to N> throughU;, .
Otherwisejt forwardsthe querytowardsA:. Any updatefor theitem
originating from authority node A; flows downstreamto Ny which
may forward it onto N, throughUy, . The analogougprocessholds
for queriesat N; for itemsfor which A, is oneof theauthoritynodes.

[8].

In the interestof space,n this paperwe will describe
how CUPworksfor structureceerto-peemetworks. De-
tails of the CUP algorithmsfor structuredand unstruc-
turednetworks canbefoundin [9]. Thebasicideais that
everynodein thepeerto-peemetwork maintaingdwo log-
ical channelsper neighbor: a query channeland an up-
datechannel.Thequerychannels usedto forwardsearch
queriesfor objectsof interestto the neighborthatis clos-
estto some“authority” nodeholdingthe entriesfor those
objects. The updatechannelis usedto forward queryre-
sponsesisynchronouslyo aneighborandto updatendex
entriesthatarecachedatthe neighbor

Queriesfor anitem travel “up” the query channelsof
nodesalong the path toward the authority nodefor that
item. Updatestravel “down” the updatechannelsalong
the reversepath taken by a query Figure 1 shaws this
process. The processof queryingfor items and updat-
ing cachedindex entriespertainingto thoseitemsforms
a CUP tree, similar to an application-lg@el multicasttree
whereverticesare peernodesinterestedn receving up-
datesfor cachedndex entries.

The query channelenables‘query coalescing”. If a
noderecevestwo or morequeriesfor anitem for which
it doesnot have a freshresponsethe node pushesonly
oneinstanceof the queryfor thatitem up its querychan-
nel. Thisapproackcanhave significantsavingsin traffic,
becausdurstsof requestdor anitem are coalescednto
asinglerequest.Secondgcoalescingnultiple queriesfor
the sameitem solvesthe “openconnection”problemsuf-

fered by somepeerto-peersystems. The asynchronous
natureof the querychannerelievesnodesfrom having to
maintainmary separateopenconnectionsvhile waiting
for queryresponsesinsteadall responseseturnthrough
theupdatechannel. Throughsimplebookleeping(setting
aninterestbit) the noderegistersthe interestof its neigh-
borssoit knows which of its neighborgo pushthe query
responséo whenit arrives.

The cascadedoropagationof updatesfrom authority
nodesdown thereversepathsof searchquerieshasmary
adwantages.First, updatessxtendthe lifetime of cached
entriesallowing intermediatenodesto continueserving
queriesfrom their cacheswithout re-issuingnew queries.
It hasbeenshavn that up to fifty percentof contenthits
at cachesare instanceswhere the contentis valid but
staleandthereforecannotbe usedwithout first beingre-
validated[10]. Theseoccurrencesare called freshness
misses. Second,a nodethat proactvely pushesupdates
to interestecheighborsreducesdts load of queriesgener
atedby thoseneighbors.The costof pushingthe update
down is recorered by the first query for the sameitem
following the update. Third, the further down an update
getspushed the shorterthe distancesubsequengueries
needto travel to reacha freshcachedanswer As aresult,
queryresponsdateny is reduced. Finally, updatescan
help prevent errors. For example,an updateto deletean
index entry preventsa nodefrom erroneouslyanswering
queriesusingtheinvalid entrybeforeit expires.

In CUPR, nodesdecideindividually whento receve up-
dates. A nodeonly receves updatesfor an item if the
node hasregisteredinterestin that item. Furthermore,
eachnode usesits own incentve-basedpolicy to deter
mine whento cut off its incoming supply of updatesor
anitem. Thiswaythepropagatiorof updatess controlled
anddoesnotflood the network.

Similarly, nodesdecideindividually whento propagate
updatesto interestedneighbors. This is necessarye-
causea node may not always be able or willing to for-
ward updatesto interestedneighbors. In fact, a nodes
ability or willingnessto propagataipdatesnay vary with
its workload. CUP addressethis by introducinganadap-
tive mechanisneachnodeusesto regulatethe rateof up-
datest propagatesovnstreamA salientfeatureof CUP
is thatevenif a nodes capacityto pushupdateecomes
zero,nodesdependentn the nodefor updatedfall back
to thecaseof PCXandincur no overhead.

We compareCUP againstPCX with coalescingun-
der typical workloadsthat have beenobsered in mea-
surementof real peerto-peernetworks. We shav that
CUPsignificantlyreducesheaveragequerylateny by as
muchasan orderof magnitude. CUP overheadis more



thancompensatetbr by its savingsin cachemisses.The
costof saved missescanbe two to 200timesthe costof
updatesgpushed.

The rest of the paperis organizedas follows: Sec-
tion Il describesn detailthe designof the CUP protocol.
Sectionlll describeghe cost modelwe useto evaluate
CUP and presentsxperimentalevidenceof the benefits
of CUR SectionlV discusseselatedwork andSectionV
concludeghe paper

II. CUP ProTOCOL DESIGN

We introducesometerminologywe usethroughoutthe
paperand briefly describehow structuredpeerto-peer

networks performtheir indexing andlookup operations.

We then describethe componentf the CUP protocol
over structurednetworks. We omit the CUP description
for unstructuredhetworksin this paper

A. Background Terminology

Node: Thisis anodein the peerto-peemetwork. Each
nodeperiodically exchangeskeep-ave” messagewith
its neighborsto confirm their existenceand to trigger
recovery mechanismsshould one of the neighborsfail.
Every nodealso maintainsthe two logical channelsper
neighborasdescribedn Figurel.

Global Index: Themostimportantoperationin a peer
to-peernetwork is that of locating content. The basic
ideain structuredoeerto-peernetworksis thata hashing
schememapskeys (namesof contentfiles or keywords)
ontoavirtual coordinatespacausinga uniformhashfunc-
tion thatevenly distributesthe keys to the space.The co-
ordinatespacesenesasa global index that storesindex
entrieswhich are(key, value) pairs. Thevaluein anindex
entryis a pointer(typically anIP addressjo thelocation
of areplicanodethatstoreghecontenffile associatedvith
theentry’s key. Therecanbe severalindex entriesfor the
samekey, onefor eachreplicaof the content.

Authority Node: EachnodeN in a structuredpeerto-
peersystemis dynamically allocateda subspaceof the
coordinatespacei.e., a partition of theglobalindex) and
all index entriesmappedinto its subspacere owned by
N. We referto N asthe authority node of theseentries.
Replicas of contentwhosekey corresponds$o an author
ity nodeN sendbirth messages$o N to announcethey
arewilling to sene the content. Dependingon the appli-
cationsupportedreplicasmight periodicallysendrefresh
messagew indicatethey arestill servinga pieceof con-
tent. They mightalsosenddeletionmessagethatexplic-
itly indicatethey arenolongerservingthe content.These
deletionmessagesotify the authoritynodeto deletethe
correspondingndex entryfrom its local index directory

Local index directory. Thisis thesubsebf globalindex
entriesownedby anode.

Search Query. A searchquery postedat a nodeN is
arequestto locatea replicafor key K. The responsdo
sucha searchqueryis a setof index entriesthatpointto
replicasthatsene the contentassociatedavith K.

Search/Routing Mechanism:  In structurednetworks,
whena nodeissuesa queryfor key K, the querywill be
routedalonga well-definedpathwith a boundedhumber
of hopsfrom the queryingnodeto the authoritynodefor
K. The routing mechanisnis designedso that eachnode
onthepathhashes usingthe samehashfunctionto de-
terministicallychooseawhich of its neighborawill seneas
thenext hop. The CUPprotocolis awareof but neitheraf-
fectsnoris affectedby theunderlyingroutingmechanism.

Query Path for Key K: This is the patha searchquery
for key K takes.Eachhoponthequerypathisin thedirec-
tion of the authoritynodethatownsK. If anintermediate
nodeon this pathhasunexpired entriescachedthe path
endsat the intermediatenode;otherwisethe pathendsat
theauthoritynode.Thereverseof this pathis the Reverse
Query Path for key K.

Cached index entries. This is the setof index entries
cachedby a nodeN in the processof passingup queries
andpropagatinglovn updategor keys for which N is not
theauthority Thesetof cachedndex entriesandthelocal
index directoryaredisjoint sets.

Lifetime of index entries. We assumehat eachindex
entry cachedat a node hasassociatedvith it a lifetime
duringwhich it is consideredresh and after which it is
considereadkxpired.

B. CUP Node Bookkeeping

At eachnode, index entriesare groupedtogetherby
key. For eachkey K, the nodestoresa flag thatindicates
whetherthe nodeis waiting to receve an updatefor K in
responsdo a query andan interestbit vector Eachbit
in thevectorcorrespond$o a neighborandis setor clear
dependingon whetherthatneighboris or is notinterested
in receving updatedor K.

Eachnodetracksthe popularity or requestfrequeny
of eachnon-localkey K for which it receves queries.
Thepopularitymeasurdor a key K canbethenumberof
queriesfor K anoderecevesbetweenarrivals of consec-
utive updatedor K or arateof queriesof alargermoving
window. On anupdatearrival for K, a nodeusesits pop-
ularity measurdo re-evaluatewhetherit is beneficialto
continuecachingandreceving updatedor K. We elabo-
rateon this cut-of decisionin Sectionlll-C.

Node bookkeepingin CUP involves no network over
headanda few tensof megabytesfor hundredsof thou-
sandsof entries. With increasingCPU speedsand mem-



ory sizes,this bookkeepingis ngjligible whenwe con-
siderthereductionin querylateng achieved.

C. Update Types

We classify updatesnto threecateyories: deletesre-
freshes,and appends. Deletes,refreshes,and appends
originatefrom the replicasof a pieceof contentandare
directedtowardtheauthoritynodethatownstheindex en-
triesfor thatcontent.

Deletesaredirectivesto remove a cachedndex entry
Deletescanbetriggeredby two events: 1) areplicasends
a messagéndicatingit no longersenesa pieceof con-
tentto the authoritynodethatownstheindex entry point-
ing to thatreplica. 2) the authoritynodenoticesa replica
hasstoppedsending‘keep-alve” messageandassumes
the replicahasfailed. In eithercase,the authority node
deleteghecorrespondingndex entryfrom its local index
directory and propagateghe deleteto interestedneigh-
bors.

Refreshesare directve messageshat extend the life-
timesof cachedindex entries. Refresheghat arrive at a
cachedo notpreventerrorsasdeletesdo, but helpprevent
freshnessnisses.

Finally, appendsaredirectivesto addindex entriesfor
new replicasof content. Theseupdateshelp alleviate the
demandor contentfrom the existing setof replicassince
they addto the numberof replicasfrom which clientscan
downloadcontent.

D. CUP Trees

Figure2 shavs asnapshobf CUPin progressTheleft
handside of eachnodeshaws the setof keys for which
the nodeis the authority The right handside shaws the
setof keys for which thenodehascachedndex entriesas
aresultof handlingqueries. For example,nodeA owns
K3 andhascachedentriesfor K1 andKb5.

For eachkey, the authority nodethat owns the key is
theroot of a CUP tree. The branchef a CUP treeare
formedby the pathstraveledby queriesfrom othernodes
in the network suchas{F, D, C, A} for K3 rootedat A.
Updatesoriginateat the root (authority node)of a CUP
treeandtravel downstreanto interestechodes.

E. Handling Queries

Upon receiptof a queryfor a key K, thereare three
basiccasedo consider In eachof the casesthe nodeup-
datedts popularitymeasurdor K andsetstheappropriate
bit in the interestbit vectorfor K if the queryoriginates
from a neighbor Otherwise,if the queryis from alocal
client, the nodemaintainsthe connectionuntil it canre-
turn afreshanswerto the client. To simplify the protocol
descriptionwe usethephrasépushthequery”to indicate
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that a nodepushesa query upstreantoward the author

ity node.We usethe phrase‘pushtheupdate’to indicate
thatanodepushesanupdatedovnstreamin the direction
of thereversequerypath.

Casel: FreshEntries for key K are cached. The
nodeusesits cachedentriesfor K to pushtheresponseo
the queryingneighboror local client.

Case2: KeyK is not in cache. The nodeaddsK to
its cacheandmarksit with a Pending-Response flag. The
flag’s purposeis to coalesceburstsof queriesfor K into
onequery A subsequengueryfor K will be suppressed
sincethenodeis alreadywaiting theresponséor thefirst
queryof theburst. Querycoalescingesultsin significant
network savings, for both PCX and CUPR. In someof the
workloads coalescedjueriescanform upto 90 percenf
thetotal numberof querieshatmiss.

With every querypush,atimeris setsothatif thequery
responsés lost, the nodepushesup anotheruery

Case3: All cachedentries for key K have expired.
The node must obtain the fresh index entriesfor K. If
the Pending-Response flag is set,the nodedoesnot need
to pushthe query; otherwise,the nodesetsthe flag and
pusheghequery

F. Handling Updates

A key featureof CUP is that a nodedoesnot forward
an updatefor K to its neighborsunlessthoseneighbors
have registeredinterestin K. Therefore with somelight
bookleeping,we preventunwantedupdategrom wasting
network bandwidth.

Upon receiptof an updatefor key K thereare three
casedgo consider

Casel: Pending-Responsdlag is set. This means
thatthe updateis a queryresponsearryinga setof index
entriesin responseo a query the nodestoresthe index
entriesin its cacheclearsthe Pending-Response flag, and



pushedhe updateto neighborswvhoseinterestbits areset
andto local client connection®penatthenode.

Case2: Pending-Responsdilag is clear. If all the
interestbits for K are clear the nodedecideswhetherit
wantsto continuereceving updatesor K. Thenodebases
its decisionon K’s popularitymeasureEachnodeusests
own policy for decidingwhetherthe popularityof akey is
high enoughto warrantreceving furtherupdatedor it. If
the nodedecidesK’s popularityis low, it pushesa Clear-
Bit control messagdo the senderof the updateto notify
it thatis no longerinterestedn K’s updates.Otherwise,
if the popularityis high or someof theneighbors interest
bits are set, the nodeappliesthe updateto its cacheand
pusheghe updateto thoseneighbors.

Note that a greedyor selfishnode can choosenot to
pushupdatesfor a key K to interestedneighbors. This
forcesdownstreanmodedo fall backto PCX for K. How-
ever, by choosingto cut off downstreampropagationa
noderunsthe risk of receving subsequentjueriesfrom
its neighborscostingit twice asmuch,sinceit mustboth
receve andrespondto the queries. Therefore,although
eachnodehasthe choiceof stoppingthe updatepropaga-
tion atary time, it is in its bestinterestto pushupdategor
whichthereareinterestecheighbors.

Case3: Incoming update has expired. This could
occurwhenthe network pathhaslong delaysandthe up-
datedoesnot arrive in time. The nodedoesnot applythe
updateanddoesnot pushit dowvnstream.If the Pending-
Response flag is setthenthe nodere-issuesanothemuery
for K andpushest upstream.

G. Handling Clear-Bit Messages

A Clear-Bit controlmessagés pushedy anodeto in-
dicateto its neighborthatit is nolongerinterestedn re-
ceving updatedor a particularkey from thatneighbor

Whena noderecevesa Clear-Bit messagdor key K,
it clearsthe interestbit for the neighborfrom which the
messag&vassent.If thenodes popularitymeasurdor K
is low andall of its interestbits are clear the nodealso
pushesa Clear-Bit messagdor K. This propagationof
Clear-Bit messagetoward the authoritynodefor K con-
tinuesuntil anodeis reachedvherethe popularityof K is
high or whereat leastoneinterestbit is set.

Clear-Bit messagesanbe piggybacledontoqueriesor
updatesntendedfor the neighboy or if thereareno pend-
ing queriesor updatesthey canbe pushedseparately

H. Adaptive Control of Update Push

Ideally every nodewould propagateill updatego inter
estedheighbordo save itself from having to handlefuture
downstreammisses. However, from time to time, nodes
arelikely to belimited in their capacityto pushupdates

downstream.Thereforewe introduceanadaptve control
mechanisnthata nodeusesto regulatetherateof pushed
updates.

We assumeeachnodeN hasa capacityU for push-
ing updateghatvarieswith N's workload,network band-
width, and/ornetwork connectiity. N dividesU among
its outgoingupdatechannelssuchthat eachchannelgets
asharethatis proportionatto thelengthof its queue.This
allocationmaintainsqueuesof roughly equalsize. The
gueuesare guaranteedo be boundedby the expiration
timesof theentriesin thequeuesSoevenif anodehasits
updatechannelscompletelyshutdown for along period,
all entrieswill expire andberemoredfrom thequeues.

Underalimited capacityandwhile updatesarewaiting
in the queuesgeachnodecanre-orderthe updatesn its
outgoingupdatechannelsby pushingaheadupdateghat
arelikely to have greaterbenefit. For example,a node
canre-orderefreshesandappendsothatentriesthatare
closerto expiring are given higherpriority. Suchentries
aremorelikely to causefreshnessmisseswhich in turn
triggeranew searchguery

Thestratgy for re-orderingdepend®ntheapplication.
For example,in an applicationwherequerylateny and
accuray areof themostimportancepnecanpushupdates
in thefollowing order: deletesrefreshesandappendsin
anapplicationsubjectto flashcrowds[11] thatqueryfor
a particularitem, appendsnight be given higherpriority
overtheotherupdatesThiswould helpdistributetheload
fasteracrossa larger set of replicas. For all stratgies,
duringthere-orderingary expiredupdatesreeliminated.

I. Node Arrivals and Departures

The peerto-peer model assumesthat participating
nodeswill continuouslyjoin andleave the network. CUP
mustbe ableto handleboth nodearrivals anddepartures
seamlessly

Arri vals. Whenanen nodeN entersa structuredoeer
to-peernetwork, it becomegesponsibldor a portion of
anothemodeM'’s shareof the globalindex andbecomes
theauthoritynodefor thoseindex entriesmappednto that
portion. N, M, andall surroundingaffected nodes(old
neighborsof M) updatethe bookkeepingstructureshey
maintainfor indexing androutingpurposesThisis anec-
essarypart of maintainingthe connectyity of ary struc-
tured peerto-peernetwork whenthe setof nodesin the
network changesmanagement.

For CUPR, theissuesat handareupdatingtheinterestbit
vectorsof theaffectednodesanddecidingwhatto dowith
theindex entriesstoredat M. This mayrequirebit vector
translation.For example,if a nodethatpreviously hadM
asits neighbornow hasN asits neighboy the nodemust
make thebit ID thatpointedto M now pointto N.



To dealwith its storedindex entries,M could simply
not handover ary of its entriesto N. This would cause
entriesat someof M’s previous neighborsto expire and
subsequengueriesfrom thosenodeswill restartupdate
propagationgrom N. Alternatively, M could give a copy
of its storedindex entriesto N. Both N andM would then
go througheachentry andpatchits bit vector Both so-
lutionsareviable. Thefirst solutionrequiresno bit trans-
lation but temporarilylosesthe CUP updatebenefitsand
behaeslike PCXfor theuntransferreentries. Thesec-
ondsolutiongetsthe benefitsof transferringheentries at
the expenseof transferringthe index entriesandperform-
ing the bit vectorpatching. The metadataandbit vectors
for thousandof index entriescanbe compressedhto a
few kilobytesandcanbepiggybacled ontomessagethat
are alreadybeing exhangedto reconfigurethe topology
Oncethetransferoccurs,the bit vectorpatchingis anin-
memory local operatiorthatwith todays CPUandmem-
ory capacitiegakesonly a few secondgor afew million
entries.

Departures. Node departuresan be either graceful
(planned)or ungracefuldueto sudderfailure of anode).
In eithercasethe index mechanismin placedictatesthat
a neighboringnodeM take over the departingnodeN’s
portion of the globalindex. To supportCUR, the interest
bit vectorsof all affectednodesmustbe patchedo reflect
N’s departure.

If N leavesgracefully N canchoosenotto handoverto
M its index entries.Any entriesat surroundingnodesthat
were dependenbn N to be updatedwill simply expire

and subsequenguerieswill restartupdatepropagations.

Again, alternatvely N may give M its setof entries. M
mustthenmemgeits own setof index entrieswith N’s, by
eliminatingduplicateentriesand patchingthe interestbit
vectorsasnecessatylf N's departurdas dueto afailure,
therecanbe no hand-wer of entriesandall entriesin the
affectedneighboringnodeswill expire asin PCX.

Thegoalof CUPis to extendandmultiply the benefits
of PCX.In doingso,therearetwo key performancejues-
tions to address.First, by how muchdoesCUP reduce
theaverageguerylateny? Secondhowv muchoverhead
doesCUPIincurin providing thisreduction?

We first presenthe costmodelbasedon economicin-
centve usedby eachnodeto determinewhento cut off
the propagatiorof updatedor a particularkey. We give
a simple analysisof how the costper queryis reduced
(or eliminated)throughCUPR. We thendescribeour exper
imentalresultscomparingthe performanceof CUP with
thatof PCX.

EVALUATION

A. Cost Model

ConsidemnauthoritynodeA thatownskey K andcon-
siderthetreegeneratedby issuinga queryfor K from ev-
ery nodein the peerto-peernetwork. Theresultingtree,
rootedat A, is the Virtual Query Spanning Tree for K,
V(A,K), andcontainsall possiblequerypathsfor K. The
Real Query Tree for K, R(A,K) is a connectedsubtreeof
V(A,K) alsorootedat A andcontainsall pathsgenerated
by real queries. The exact structureof R(A,K) depends
ontheactualworkloadof queriesfor K. Theentirework-
load of queriedfor all keys resultsin a collectionof criss-
crossingRealQueryTreeswith overlappingbranches.

Considera nodeN within V(A,K) thatis at distanceD
from A. We definethe costper queryfor K at N asthe
numberof hopsin the peerto-peernetwork that mustbe
traversedto returnananswerto N. Whena queryfor K is
postecatN for thefirsttime, it travelstowardA. If noneof
thenodeshetweerN andA have afreshresponseached,
thecostof thequeryatN is2D: D hopsupandD hopsfor
the responsdo travel down. If a nodeon the querypath
hasa freshanswercachedthe costis lessthan2D. Sub-
sequengueriedor K atN thatoccurwithin thelifetime of
theentriesnow cachedat N have a costof zero. As are-
sult, cachingatintermediatenodescansignificantlylower
averagequerylateng.

We cangaugethe performanceof CUP by calculating
the percentag®ef updatesCUP propagateshatare*justi-
fied”, i.e., thosewhosecostis recoreredby a subsequent
query Updatesfor popularkeys arelikely to be justified
moreoftenthanupdatedor lesspopularkeys.

A refreshupdateis justifiedif aqueryarrivessometime
betweenthe previous expiration of the cachedentry and
the new expiration time suppliedby the refreshupdate.
An appendupdateis justifiedif atleastonequeryarrives
betweenthe time the appendis performedandthe time
of its expiration. Finally, a deletionupdateis considered
justifiedif atleastonequeryarrivesbetweerthetime the
deletionis performedandthe expirationtime of theentry
to bedeleted.

For eachupdate let T' be the critical time interval de-
scribedabove during which a query mustarrive in order
for the updateto bejustified. Considera nodeN at dis-
tanceD from A in R(A,K). An updatepropagatedionn
to N is justified if at leastone queryQ is postedwithin
T time units at ary of the nodesof the virtual subtree
V(N,K).

Giventhedistribution of queryarrivals at eachnodein
thetreeV(N,K), we canfind the probability that the up-
dateat N is justified by calculatingthe probability thata
querywill arrive at somenodein V(N,K). If the queries
for K arrive at eachnode N; in V(N,K) accordingto a



Poissonprocesswith parameter);, thenit follows that
queriedor K arriveatV(N,K) accordingo aPoissomro-
cesswith parameteA equalto thesumof all \'s. There-
fore, theprobabilitythata queryfor K will arrivewithin T’
time unitsis 1 — e~AT andequalsthe probability thatthe
updatepushedo N is justified. The closerto theauthority
N is, the higherthe A andthusthe higherthe probability
for anupdatepushedo N to bejustified. For A = 1 query
arrival persecondandT = 6 secondsthe probabilitythat
anupdatearriving atN is justifiedis 99 percent.

The benefitof ajustified CUP updategoesbeyond just
recovery of its cost. For eachhop a justified updateu is
pusheddowvn to therootN of subtreeV(N,K), exactlyone
hopis saved sincewithout the propagationthefirst sub-
sequenfguerylandingat a nodeN; in V(N,K) within T
time unitswill causetwo hops,from N to its parentand
back. This halvesthe numberof hopstraveled between
N andits parentwhich in turn reducesquerylateng. In
factall subsequengueriespostedsomavherein V(N,K)
within T' time unitswill benefitfrom N receving . The
cumulatve benefitan updateu bringsto subtreeV(N,K)
increasesvhen N is closerto the authority nodessince
thereis a higher probability that querieswill be posted
within V(N,K). We define“investmentreturn” asthe cu-
mulative savzings in hopsachieved by pushinga justified
updateto nodeN. Theexperimentshav thatthereturnis
largeevenwhenCUP’sreductionin lateng is modestand
is substantiallylarge whenthelateng reductionis high.

High IR in somenodes,especiallythosecloseto the
authority nodesmay provide enoughbenefitmaigin for
moreaggressie CUP stratgies. For example,amoreag-
gressie stratgy would be to pushsomeupdatesven if
they arenotjustified. As long asthe numberof justified
updatess atleastfifty percenthetotalnumberof updates
pushedthe overall updateoverheads completelyrecov-
ered.Thereforejf network loadis notthe primeconcern,
an“all-out” pushstratgy achiazesminimumlateng.

B. Experiment Setup and Metrics

CUP canbe viewed as extendingthe cachingbenefits
of PCX. Therefore,we evaluate CUP by comparingit
with PCX. We performour simulationexperimentsusing
awiderangeof parameterbasednmeasurements real
peerto-peerworkloads[12], [13], [8], [14].

For our experimentswe simulateacontent-addressabl
network (CAN) [4] usingthe StanfordNarsessimulator
[15]. Again,we stresgshatCUPis independentf thespe-
cific searchmechanisnusedby the peerto-peernetwork
andcanbe usedasa cachemaintenancerotocolin any
peerto-peemetwork.

Asin previousstudiege.qg.,[4], [5], [16], [1], [17], [6]),
we measureCUP performancen termsof the numberof

hopstraversedin the overlaynetwork. Miss cost is theto-
tal numberof hopsincurredby all misses,.e. freshness
andfirst-time misses.CUP overheads the total number
of hopstraveledby all updatessentdowvnstreamplusthe
total numberof hopstraveled by all clearbit messages
upstream.(We assumeclearbit messagearenot piggy-
bacled onto updates. This somavhat inflatesthe over
headmeasure.)lotal cost is the sumof themiss cost and
all overheadhopsincurred. Note thatin PCX, the total
cost is equalto the miss cost. Average query latency is
the averagenumberof hopsa querymusttravel to reach
a freshanswerplus the numberof hopsthe answemust
travel downstreanto reachthe nodewherethe querywas
posted. (For coalescedjuerieswe countthe numberof
hopseachcoalescedjuerywaitsuntil theanswerarrives.)
Thus, the averagelateny is over all queries,including
hits, coalesce@ndnon-coalescedisses.

We computeinvestmenteturn(IR) asthe overall ratio
of saved misscostto overheadncurredby CUP:

IR — MissCostpox — MissCostopp

OwverheadCostcyp

Thus,aslong asIR is greaterthan1, CUP fully recovers
its cost.

The simulation takes as input the number of nodes
in the overlay peerto-peernetwork, the numberof keys
owned per node,the distribution of queriesfor keys, the
distribution of query interarrival times, the number of
replicasper key, the lifetime of replicasin the system,
andthefractionof thereplicalifetime remainingatwhich
refreshesare pushedout from the authority node. We
presenexperimentgor n = 2% nodeswvherek rangesrom
7 to 14. After awarm-upperiodfor allowing the peerto-
peernetwork to connectthe measuredgimulationtime is
3000secondsWe presentesultsfor experimentswith in-
dex entry lifetimes of five minutesto reflectthe dynamic
natureof peerto-peernetworks whereit is prudentto as-
sumenodesmight only sene contentfor afew minutesat
atime [13]. Refreshe®f index entriesoccuroneminute
beforeexpiration. Sinceboth Poissonand Paretoquery
inter-arrival distributions have beenobsered in peerto-
peerervironments[8], [12], we presentexperimentsfor
both distributions. Nodesare randomlyselectedo post
gqueries. We also presentexperimentswherequeriesare
postedat particular“hot spots”in the network.

We presentseven setsof experiments.First, we com-
paretheeffecton CUPperformancef differentincentve-
basedcut-off policies and comparethe performanceof
thesepolicies to thoseof PCX. Second,using the best
cut-of policy of thefirst experiment,we studyhow CUP
performsaswe scalethe network. Third, we studythe ef-
fect on CUP performanceof varying the topology of the



network by increasingthe averagenodedegree,thusde-
creasingthe diameterof the network. Fourth, we study
the effect on CUP performanceof limiting the outgoing
updatecapacitiesof nodes. Fifth, we study hov CUP
performswhenqueriesarrive in bursts,asobsenred with

Paretointer-arrivals. Sixth, we studyhowvw CUP performs
whentherearehotspotsof queryingnodesn thenetwork.

Thesesix experimentsshav the perkey benefitsof CUP
accordingto the query ratesobsered by eachkey. In

the lastexperiment,we shav the overall benefitsof CUP
whenkeys arequeriedfor accordingto a Zipf-lik e distri-

bution.

C. Varying the Cut-Off Policies

As discussedn Sectionlll-A, the propagationof up-
datesis beneficialonly if the updatesarejustified; when
anodes incentive to receive updatedor a particularkey
fadescontinuingto propagateipdatego thatnodesimply
wastesnetwork bandwidth. Therefore,eachnodeneeds
an independentind decentralizedvay of controlling its
intake of updates.

We basea nodes incentive to receve updatedor akey
onthepopularity of thekey atthenode. Themorepopular
akey is, themoreincentve thereis to receve updatedor
thatkey, because¢he morelikely updatedor thatkey will
bejustified. For a key K, the popularityis the numberof
queriesanodehasrecevedfor K sincethelastupdatefor
K arrived at the node. (Note that the popularitymetricis
node-dependemindcouldbedefinedin anothemway such
aswith amoving averageof queryarrivalsfor K.)

We examinetwo typesof thresholdsagainstwhich to
testa key’s popularitywhenmakingthe cut-of decision:
probability-basedndlog-based.

A probability-basedhresholdusesthe distanceof a
node N from the authority node A to approximatethe
probabilitythatanupdatepushedo N is justified. Perour
costmodelof sectionlll-A, thefurtherN is from A, the
lesslikely anupdateat N will bejustified. We examine
two suchthresholdsa linear oneanda logarithmicone.
With alinearthresholdjf anupdatefor key K arrivesata
nodeat distanceD andthe nodehasreceved atleastaD
queriesfor K sincethe last update thenK is considered
popularandthe nodecontinuesgo receve updatedor K.
Otherwisethenodecutsoff its intake of updatedor K by
pushingup a clearbit messageThelogarithmicpopular
ity thresholds similar. A key K is popularif thenodehas
receved a lg(D) queriessincethe lastupdate.Theloga-
rithmic thresholdis morelenientthanthelinearin thatit
increasesita slower rateaswe move away from theroot.

A log-basedthresholdis one that is basedon the re-
centhistory of the lastn updatearrivals at the node. If
within n updatesthe nodehasnot receved ary queries,

thenthekey is not popularandthenodepushesip aclear
bit messageA specificexampleof alog-basedolicy is
the“second-chanceolicy”, n = 2. Whenan updatear-
rives,if no querieshave arrived sincethe lastupdate the
policy givesthe key a “secondchance”andwaits for the
next update. If at the next update,still no queriesfor K
have beenreceied, the nodepushesa clearbit message.
The philosophybehindthis policy is that pushingthese
two updatesdown from the nodes parentcoststhe same
asonequerymissoccuringatthenode,sinceaquerymiss
incursonehop up to the parentandonehop down. This
meanghatjustonequeryarriving atthenodebetweerthe
two updatess enoughto recover the propagatiorcost.

Table|l compareghe total costof PCX with CUP us-
ing the linear andlogarithmic policesfor variousa val-
ues,with CUP usingsecondchanceandwith a version
of CUP that doesnot useary cut-off policy but instead
pushesupdatesuntil theoptimalpushlevel is reachedTo
determingheoptimalpushlevel we make CUP propagate
updatego all queryingnodeghatareatmostp hopsfrom
theauthoritynode.By varyingthe pushlevel p, we deter
minethelevel which achi&zesminimumtotal cost. Thisis
shavn by therow labelledoptimal pushlevel andusedas
a baselineagainstwhich to comparePCX and CUP with
the cut-off policiesdescribed.

In Tablel we shav cut-of policy resultsfor a network
of 2'% nodesandPoisson\ ratesof 1, 10, 100 and 1000
queriesper second.In eachtableentry the first number
is the total costandthe numberin the parentheseis the
total costnormalizedby thetotal costfor PCX. First,we
seethatregardlesof the cut-off policy used,CUPoutper
forms PCX. Secondfor thelower queryratesthe perfor
manceof the linearandthe logarithmicpoliciesis greatly
affected by the choice of parameterx, whereasfor the
higherqueryratesthechoiceof « is lessdramatic.These
resultsshav thatchoosinga priori an « valuefor thelin-
earandlogarithmicpoliciesthatwill performwell across
all workloadsis difficult.

For the higher query rates, the log-basedsecond-
chancepolicy performscomparablyto the probability-
basedpolicies,andfor thelower queryratesoutperforms
the probability-basedolicies. In fact, acrossall rates,
the second-chancpolicty achieresatotal costvery near
the optimal pushlevel total cost. This is becauseunlike
the probability-basedolicies, the second-chancepolicy
adaptdo thetiming of the querieswithin the workloadin
a mannerthatis independenof the distanceof the node.
In all remainingexperimentsyve usesecond-chancasthe
cut-of policy.



TABLE |
TOTAL COST PER KEY PER QUERY RATE FOR VARYING CUT-OFF POLICIES.

Policy 1 g/s Total Cost

10 g/s Total Cost

100 g/s Total Cost | 1000 g/s Total Cost

PCX 61568(1.00)

154502(1.00)

476420(1.00) 22968691.00)

Linear o = 0.10 41281(0.67)

34311(0.22)

47132(0.10) 196650(0.09)

Linear a = 0.01 31110(0.51)

24697(0.16)

48330(0.10) 196797(0.09)

Logarithmic,a = 0.25 30683(0.50)

24695(0.16)

48330(0.10) 196797(0.09)

Logarithmic,a = 0.10 30683(0.50)

24695(0.16)

48330(0.10) 196797(0.09)

Second-chance 16958(0.28)

23702(0.15)

48330(0.10) 196797(0.09)

Optimal pushlevel 15746(0.26)

23696(0.15)

45325(0.095) 153309(0.07)

TABLE Il
PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 1 QUERY/SECOND.

Network Size 128 256 512 1024 2048 4096 8192 16384

CUPJ PCX MissCost 0.10 0.10 0.15 0.17 0.19 0.22 0.20 0.21

PCXAvgLai(o) 151(2.8) | 2.67(4.0) | 4.49(5.9) | 6.74(8.3) | 11.01(12.1) | 17.47(17.5) | 29.29(27.8) | 45.56(40.3)

CUPAvgLat (o) 0.21(1.1) | 0.46(1.6) | 1.25(3.2) | 2.17(84) | 4.18(7.1) | 7.70(11.3) | 11.48(15.1) | 19.17(23.7)

R 415 488 6.29 7.83 11.43 16.14 2485 35.08
TABLE 11l

PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 10 QUERIES/SECOND.

Network Size 128 256 512 1024 2048 4096 8192 16384

CUP/ PCX MissCost 0.08 0.09 0.09 0.08 0.09 0.09 0.10 0.11

PCXAvgLai(o) 0.37(1.58) | 0.87(2.89) | 2.28(5.72) | 4.21(8.78) | 7.48(13.35) | 14.42(21.37) | 25.87(32.73) | 43.85(48.33)

CUPAvgLat (o) 0.03(0.44) | 0.09(0.96) | 0.26(2.14) | 0.47(3.17) | 1.14(5.74) | 2.53(9.93) | 5.26(16.23)| 9.97(25.09)

R 6.79 8.30 11.76 13.00 14.89 2152 30.88 50.52
TABLE IV

PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 100 QUERIES/SECOND.

Network Size 128 256 512 1024 2048 4096 8192 16384
CUP/ PCX MissCost 0.08 0.08 0.09 0.08 0.10 0.08 0.09 0.10
PCXAvgLat(o) 0.16(1.07) | 0.33(1.87) | 0.91(3.65) | 1.77(5.99) | 3.91(10.79) | 8.60(18.65) | 17.94(30.63) | 35.96(49.28)
CUPAvgLai(0) 0.01(0.28) | 0.03(0.53) | 0.08(1.14) | 0.14(1.73) | 0.36(3.51) | 0.76(5.92) | 2.06(11.98) | 5.50(21.89)
R 2841 29.05 39.80 39.96 44.08 52.62 60.48 83.34

D. Scaling the Network

In this sectionwe study CUP performanceaswe scale
thesizeof the network.

Tablell comparesCUP andPCX for network sizesbe-
tweenl28and16384nodedor aPoissom rateof 1 query
per second. The first row shavs the CUP miss costas
a fraction of the PCX miss cost. The secondand third
rows shawv theaveragequerylateng in hopsfor PCXand
CUPrespectiely. Thenumberin parenthesess the stan-
darddeviation. As canbeobsered, CUPreducesverage
querylateny respectiely by 9.77,and17.81,and 26.39
hopsfor the 4096,8192,and16384nodenetworks. This
shavsasubstantiateductionin averagequerylateng that
improves with increasingnetwork size. Comparingthe
standarddeviations of CUP and PCX we seethat PCX
alsohasmorevariability aroundits averagequerylatengy
thanCUPdoes.

The fourth row in Tablell shavs the IR peroverhead

pushperformedoy CUP. We obsenre a growth in therate
of returnwith returnsof 16.14,24.85,and 35.98for the
lastthreenetwork sizes.Thesenumbersareencouraging,
especiallyconsideringthe overheadinvestmentis com-
pletelyrecorered.

Tableslll, IV andV shawv the correspondindable for
A ratesof 10, 100,and1000queriespersecond.

Togetaquickideaof how CUP performsacrossall four
queryrates figure3 shavs thelR of CUPversusnetwork
sizefor Poissorwith A =1, 10,100,and1000queriesper
second.Fromthe figure we seethatfor a particularnet-
work size,if we increasehe queryratethe IR increases,
andfor aparticularqueryrate,if we increaseéhe network
size,the IR alsoincreases.This demonstratethat CUP
scaledo higherqueryratesandhighernetwork sizes.

E. Varying the Network Topol ogy

In general differentpeerto-peernetworks exhibit dif-
ferent topologiesand thus different network diameters.
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TABLE V
PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 1000 QUERY/SECOND.

Network Size) 128 256 512 1024 2048 4096 8192 16384
CUPJ PCX MissCost 0.08 0.08 0.08 0.08 0.12 0.08 0.09 0.09
PCXAvgLat(o) 0.12(0.88) | 0.23(1.42) | 0.54(2.54) | 0.92(3.89) | 1.90(6.77) | 4.01(11.67) | 8.55(19.93) | 18.36(34.40)
CUPAvgLat(o) 0.01(0.26) | 0.02(0.41) | 0.05(0.75) | 0.07(1.10) | 0.16(2.05) | 0.34(3.59) | 0.79(6.55) | 2.22(12.29)
R 202.45 185.99 226.84 192.11 192.01 207.12 221.55 264.80

1 qg/slkey ——

10 g/sikey
100 g/s/key %o
1000 g/s/key --a--

1000 |
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Fig.3. IR vs.netsize.(Log-scaleaxes.)

The particulartopology createddependn the protocol
the peernodesuseto join the network andto keepit con-
nected. TheCAN designis basedn ad-dimensionato-
ordinatespacewith our experimentghusfar having been
for d = 2. Increasinghe numberof dimensiongesultsin

a topologywherenodeshave higherdegreeandthe net-
work hassmallerdiameter Smallerdiameterimpliesthat
the averagepathlengthof a queryon amissis shorterfor

bothPCXandCUR Shorterquerypathsmeanghat PCX
misslatenciesdecreaseywhichimpliesthatthe benefitsof

CUP may be lesspronounced.On the otherhand, CUP
total updatecostalsodecreasesincetherewill beshorter
distancedor updatedo travel. As aresult, we find that
CUP continuesto provide significantsavingsin termsof

bothoverall total cost,lateng reductionandIR perover

headpush.

In this setof experimentave studytheeffectof increas-
ing the numberof CAN dimensionson a network with
1024 nodes. The dimensionschosenfor this experiment
are?2, 3,5, and10. Thesedimensionsesultin network
diametersof 24, 12, 8, and 8 respectrely. (For a net-
work of 1024 nodes,increasingbeyond five dimensions
doesnot reducethe network diameterary further) The
queriesarrive accordingto a Poissorprocesswith \ rate
of 1, 10, 100,and1000queriesper secondor a network
of 1024 nodes. Figure 4 shavs the IR versusthe query
ratefor eachdimension.Fromthe figure we seethatthe
curvesfor dimensionss and 10 arevery similar because
they have equalnetwork diameters.We also seethat di-

,,,,,,,,

100

Investment Return

. .
100 1000

Query Rate

Fig. 4. IR vs.qgueryrate,varyingdimensions(Log-scaleaxes.)

mension2 achieresthe highestIR acrossall queryrates,
andthatthe IR decreasewith dimension.However, even
for thehigherdimensiong5 and10),the IR peroverhead
hopis atleast2.1 peroverheachopfor 1 g/sandincreases
to 36.6peroverheachopfor 1000q/s.

In TablesVI and VI, for thesedimensionswe shav
the CUP miss costas a fraction of PCX miss cost, the
CUP misslateng, the PCX misslateng, andthe ratio of
saved misseso CUP updatecost.

F. Varying Outgoing Update Capacity

Our experimentsthusfar shav that CUP outperforms
PCXunderconditionswhereall nodeshave full outgoing
updatecapacity A nodewith full outgoingcapacityis a
nodethat can and doespropagateall updatesfor which
thereare interestedneighbors. In reality, anindividual
nodes outgoingcapacitywill varywith its workload,net-
work connectiity, andwillingnessto propagataupdates.
In this sectionwe studythe effecton CUP performancef
reducingthe outgoingupdatecapacityof nodes.

We presentan experimentrun on a network of 1024
nodes. In this experiment,after a five minute warm up
period, we randomly selecttwenty percentof the nodes
andreducetheir outgoing capacityto a fraction of their
full capacity Thesenodesoperateat reduceccapacityfor
tenminutesafterwhichthey returnto full capacity After
anotherfive minutesfor stabilization we randomlyselect
anothersetof twentypercenof thenodesandreduceheir
capacityfor ten minutes. We proceedthis way for the
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TABLE VI
COMPARISON OF CUP WITH PCX FOR VARYING DIMENSIONS
Average Rate (g/s) 1 1 1 1 10 10 10 10
Number of dimensions) 10 5 3 2 10 5 3 2
CUP/PCX MissCost 0.33 0.33 0.26 0.17 0.09 0.09 0.09 0.08
PCXAvglLat (o) 2.09(2.27) | 2.21(2.38) | 3.14(3.49) | 6.74(8.25) | 0.94(1.80) | 0.95(1.82) | 1.51(3.15) | 4.21(8.78)
CUPAvgLat (o) 1.04(1.53) | 1.10(1.59) | 1.37(2.22) | 2.17(4.37) | 0.11(0.68) | 0.11(0.67) | 0.17(1.14) | 0.47(3.17)
IR 2.01 2.08 3.26 7.83 3.03 3.06 4.78 13.00
TABLE VI
COMPARISON OF CUP WITH PCX FOR VARYING DIMENSIONS
Average Rate (g/s) 100 100 100 100 1000 1000 1000 1000
Number of dimensions) 10 5 3 2 10 5 3 2
CUP/PCX MissCost 0.08 0.08 0.09 0.08 0.08 0.08 0.08 0.08
PCXAvglLat (o) 0.31(1.41) | 0.30(1.37) | 0.61(2.50) | 1.77(5.99) | 0.16(0.97) | 0.14(0.90) | 0.30(1.59) | 0.92(3.89)
CUPAvgLat (o) 0.03(0.40) | 0.03(0.42) | 0.06(0.78) | 0.14(1.73) | 0.01(0.28) | 0.01(0.25) | 0.02(0.46) | 0.07(1.10)
IR 7.16 6.75 13.82 39.96 36.68 31.46 66.81 192.11

entire 3000 secondsluring which queriesare posted,so
capacitylossoccursthreetimesduringthe simulation.

Figure5 shavs theratio of CUPtotal costto PCX total
costversusreducedcapacityc for this experimentandfor
four differentPoissongueryrates). The capacityreduc-
tion ¢ rangesfrom 0, implying that no updatesare prop-
agatedto 1 in which nodeshave full outgoingcapacity
¢ = .25 meanghatanodeis only capable/willingof push-
ing out one-fourththe updatest receves.

Notethatevenwhenonefifth of thenodesdo not prop-
agateary updatesthetotal costincurredby CUPis about
half thatof PCX. As the outgoingcapacityincreasesthe
total cost decreasesmoothly until ¢ 1 where CUP
achievesits full potential. A key obseration from these
experimentsis that CUP’s performancedegradesgrace-
fully asthecapacityc decreasesThisis becauseeduction
in updatepropagatioralsoresultsin reductionof its asso-
ciatedoverhead. Thereforethecapacityreductionshould
be seenasa missedopportunityfor higherreturnsrather
thanasanoverallloss. Clearlythough,CUP achievesits
full potentialwhenall nodeshave maximumpropagation
capacity

G. Pareto Query Arrivals

Recentwork hasobsered that in some peerto-peer
networks, query interarrivals exhibit burstynesson ser-
eral time scales[12], making the Pareto distribution a
good candidatefor modeling theseinterarrival times.
Thereforejn this sectionwe compareCUPwith PCX un-
derParetointer-arrivals.

The Paretodistribution hastwo parametersssociated
with it: theshapeparametery > 0 andthe scaleparame-
ter k > 0. The cumulative distribution function of inter
arrival time durationsis F(z) = 1 — ((win))a. This dis-
tribution is heavy-tailed with unboundedvariancewhen

1 q/s/key —_—
10 g/s/key ----x---
100 g/s/key --x---

08 1000 g/s/key --&-- |

0.6

Total Cost Ratio

0.4 0.6 0.8 1

Update Propagation Capacity

Fig.5. Total costratiovs. updatepropagatiorcapacity

a < 2. Fora > 1, theaveragenumberof queryarrivals
pertime unit is equalto @ For o <= 1, the expec-
tationof aninterarrival durationis unboundedndthere-
fore the averagenumberof queryarrivals pertime unit is

We ran experimentsfor a rangeof « andx valuesand
presentrepresentate resultshere. Table VIl compares
CUP with PCX for a equalto 1.1 and 1.25respectiely
for a network of 1024 nodes. We setthe value of  in
eachrun sothatthe averagerate of arrivals @ equals
1, 10, 100, and 1000 queriesper secondto matchthe A
rateof the Poissorexperimentsn previous sections.

As « decreasesoward 1, query interarrivals become
morebursty Queriesarrive in morefrequentandmorein-
tensebursts,followed by idle periodsof varying lengths.
If anidle periodoccasionallyfallsin theheavy-tail portion
of theParetodistribution (i.e. very long idle period),then
secondchanceCUP propagatiorcostcouldbeunrecaer
able,sincethenext querymayarrive long afterthecached
entry hasexpired. However, CUP doeswell underbursty



conditionsbecauseavhenit is ableto refresha cachebe-
fore a burst of queries,it savesa large penaltywhich by
far outweighsary unrecaoeredoverheadthatoccursdur

ing the occasionalyery long idle period. Therefore,re-
freshingthe cachein time provides greaterbenefitswith

increasingburstyness.The tableresultsconfirmthis. In

goingfrom o = 1.25 to o = 1.1, we seethatthe average
gquerylateny reductionCUP achievesgenerallyimproves
andtheIR increasegor all queryrates.

H. Query Hot Spots

In this experimentwe shov how CUP performswhen
therearehotspotsin thenetwork, thatis whenasmallpor
tion of the network is postingqueriesfor particularkeys.
It is possiblethat someportionsof the network will have
high interestwhereasotherswill shav only low interest
for a particularkey. We examinehow CUP performsin
suchascenario.

We shaw resultsfor anexperimentfor a 1024nodenet-
work in which queriesfor a particularkey weregenerated
accordingto a Poissorprocesswith 1, 10, 100,and1000
queriesper second.Nodesto postthe querieswere cho-
senaccordingto a zipf distribution of the nodelDs. This
hastheeffect of having a smallnumberof active querying
nodesanda large numberof nodeswhich issuevery few
queriedfor thekey throughouthe simulation.

TablelX comparesCUP with PCX. Fromthetablewe
seethatthe resultsof the hot spotexperimentare similar
to thosewherenodesarerandomlychoserto postqueries.
Thisis becaus¢he CUPtreesimply gronvsbranchesn the
directionof nodeghathave interestin thekey. Eachnode
decidesndividually whento cut off its intake of updates
andthisdecisionis independendf thequeryratesor prop-
agationbehaior of othernodesthatlie in a differentpart
of the network.

Table X comparesCUP with PCX in a network with
hot spotsand Paretoarrivals, with « = 1.1 andaverage
rateof arrivalsof 1, 10,100,and1000queriespersecond.
Againtheresultsherearesimilar to thoseobsered when
nodesarerandomlyselectedo postqueries.

I. Zipf-like Key Distributions

A recentstudyhasshavn thatqueriesfor multiple keys
in a peerto-peernetwork canfollow a Zipf-lik e distribu-
tion, with a small portion of the keys getting the most
queries[14]. Thatis, the numberof queriesreceved by
thei’th mostpopularkey is proportionako Zia for constant
.

In this sectionwe compareCUPwith PCXin anetwork
of 1024nodeswhereeachnodeownsonekey. Thequery
distribution amongthe 1024 keys follows a Zipf-lik e dis-
tribution with parametere = 1.2. Table Xl shaws re-
sultsfor Poissorarrivals wherethe A\ ratesare100,1000,
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TABLE XI
CROSS-KEY COMPARISON OF CUP WITH PCX, FOR POISSON
ARRIVALS AND ZIPF-LIKE KEY DISTRIBUTION.

Avg Rate (9/s) 100 1000 | 10000 100000
CUP/ PCX MissCost 0.45 0.23 0.10 0.08
PCXAvgLat(o) 10.6(9.9) | 6.9(8.9) | 3.4(7.5) | 1.53(5.47)
CUPAvgLat (o) 7.4(85) | 26(5.2) | 0.4(2.7) | 0.13(1.67)
IR 6.57 8.52 10.98 30.02

10000,and100000queriespersecond(We alsoransim-
ulationswith « = 0.80and 2.40 andwith Paretoarrivals
with equivalentaverageratesandtheresultsweresimilar,)

Fromthetablewe seethat CUP outperformsPCX with
IR rangingfrom 6.57 to 30.02. The lateng reduction
rangesfrom 3.2 (for 100 g/s) to an order of magnitude
reduction(for 100000q/s, lateny droppedfrom 1.53to
0.13). The Zipf-lik e distribution causesomeof the keys
to getalarge percentag®f the queries Jeaving othersto
beasledfor quiterarely For suchkeys, cachingdoesnot
helpsincethe entry expiresby thetime thekey is queried
for again,and the query rate for thesekeys is not high
enoughto recover the updatepropagation.However, the
IR for thevery hotkeysis high enoughto by far offsetthe
unrecwoerablecostof otherlesspopularkeys. As aresult,
CUPachievesanoverall IR of atleast6.57for 100g/sand
asmuchas30.02for 100000q/s.

For comparisonTableXIl shavs representate results
for Paretoarrivals with « equalto 1.1 and 1.25respec-
tively for a network of 1024nodes.We setthe valueof «
in eachrunsothattheaveragerateof arrivals @ equals
1,10,100,and1000queriespersecond.

IV. RELATED WORK

To our knowledge, CUP is the first protocolaimedat
maintaining cachesof index entriesto improve search
queriedn peerto-peemetworks. While designersf peer
to-peersystemd?2], [4], [5], [6], [7] adwocatecachingin-
dex entriesto improve performancetherehasbeenlittle
follow-up work studyingwhenandwhereto cacheentries
andhow to maintainthesecachedentries.

Cox et al. study providing DNS serviceover a peer
to-peemetwork [18]. They cacheindex entrieswhich are
DNS mappingsalong searchquery paths. Similarly, the
TerraDirDistributedDirectory cachingschemehasnodes
alongthe searchguerypathcachepointersto othernodes
previously traversedby thequery[3]. In eachof theseex-
amplescachedndex entrieshave expirationtimesandare
notrefreshedr maintaineduntil amissor failure occurs.

Pathcachingof contentin peerto-peersystemshasre-
cevedmoreattention.Freenefl19], CFS[20], PAST[16],
andLv etal [21] eachperformpath caching,or caching
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TABLE VI
PER-KEY, PER-QUERY RATE COMPARISON OF CUP WITH PCX FOR PARETO ARRIVALS.

Average Rate (q/s) 1 1 10 10 100 100 1000 1000

Pareto rate (a) 1.25 1.1 1.25 1.1 1.25 1.1 1.25 1.1

CUP/ PCXMissCost 0.24 0.14 0.08 0.07 0.07 0.09 0.08 0.08

PCXAvgLat (o) 7.77(9.3) | 6.99(9.4) | 3.84(8.4) | 4.01(8.8) | 1.75(5.9) | 1.61(5.6) | 1.00(4.0) | 1.10(4.2)

CUPAvgLat (o) 3.16(5.7) | 1.71(4.4) | 0.42(3.0) | 0.37(2.8) | 0.13(1.7) | 0.15(1.7) | 0.08(1.2) | 0.09(1.2)

IR 6.41 7.49 13.09 16.03 43.25 53.57 223.97 293.30
TABLE IX

COMPARISON OF CUP WITH PCX FOR VARYING QUERY RATES AND HOT SPOT, POISSON ARRIVALS

Average Rate (q/s) 1 10 100 1000

CUP/PCXMissCost 0.16 0.08 0.08 0.09

PCXAvgLat (o) 7.07(8.85) | 3.58(7.76) | 1.62(5.57) | 0.96(3.95)

CUPAvgLat(o) 2.06(4.29) | 0.39(2.40) | 0.13(1.59) | 0.08(1.22)

IR 8.87 11.47 32.35 193.89
TABLE X

COMPARISON OF CUP WITH PCX FOR VARYING QUERY RATES AND HOT SPOT, PARETO ARRIVALS

Average Rate (q/s) 1 10 100 1000

CUP/PCXMissCost 0.16 0.08 0.08 0.09

PCXAvgLat(o) 6.87(9.41) | 3.56(7.93) | 1.59(5.42) | 1.13(4.23)

CUPAvgLat(o) 1.68(4.39) | 0.35(2.40) | 0.14(1.63) | 0.10(1.32)

IR 7.98 14.20 47.56 294.89
TABLE XIlI

CROSS-KEY COMPARISON OF CUP WITH PCX FOR PARETO ARRIVALS AND ZIPF-LIKE KEY DISTRIBUTION.

Average Rate (g/s) 1 1 10 10 100 1000
Pareto rate (a) 1.25 1.1 1.25 1.1 1.1 1.1
CUP/ PCX MissCost 0.85 0.79 0.65 0.66 0.44 0.23
PCXAvgLat (o) 14.10(10.54) | 13.85(10.51) | 12.67(10.32) | 12.44(10.29) | 10.48(9.90) | 6.87(8.91)
CUPAvgLat(0) 13.39(10.46) | 12.88(10.38) | 11.03(9.92) | 10.73(9.82) | 7.19(8.38) | 2.49(5.16)
IR 1.38 1.93 3.94 3.75 6.69 8.69

of contentalongthe searchpathof aquery Thesestudies
do not focuson cachemaintenancehut ratherdependon

expirationor cachesizeconstraintdo limit theuseof stale
content.

CUP trees are similar to application-lgel multicast
trees, particularly thosebuilt on peerto-peernetworks.
Theseinclude Scribe[17] built on top of Pastry[6] and
Bayeauxbuilt on top of Tapestry[7]. Here,we focuson
Scribe.Scribeis a publish-subscribénfrastructurevhere
subscriberdnterestedin a topic join its corresponding
multicastgroup. Scribecreatesa multicasttreerootedat
therendez-wuspoint of eachmulticastgroup.Publishers
sendamessagéo therendez-wvuspointwhichthentrans-
mits the messagéo the entire group by sendingit down
themulticasttree. The multicasttreeis formedby joining
the Pastryroutesfrom eachsubscribenodeto therendez-
vouspoint. Scribecould apply the ideasCUP introduces
to provide updatepropagationfor cachemaintenancen
Pastry

CohenandKaplanstudythe effect that agingthrough
cascadedachedasonthemissratesof webclientcaches
[22]. For eachobjectanintermediatecacherefreshests
copy of the objectwhenits ageexceedsafractionv of the
lifetime duration. The intermediatecachedoesnot push
this refreshto the client; instead,the client waits until
its own copy hasexpired at which pointit fetchesthein-
termediatecaches copy with the remaininglifetime. For
somesequencesf requestsat the client cacheandsome
V's, the client cachecan suffer from a higher miss rate
thanif the intermediatecacheonly refreshedon expira-
tion. Their modelassumegerocommunicatiordelay A
CUPtreecould be viewed asa seriesof cascadedaches
in thateachnodedepend®nthepreviousnodein thetree
for updatego anindex entry The key differenceis that
in CUP, refreshesare pusheddown the entiretree of in-
terestedhodes.Thereforeparringcommunicatiordelays,
wheneer a parentcachegetsa refreshso doesthe inter
estedchild node. In suchsituations,the missrateat the



child nodeactuallyimproves.

V. CONCLUSIONS

CUPis a protocolfor maintainingcachef index en-
tries in peerto-peernetworks. CUP query channelsco-
alescebursts of queriesfor the sameitem into a single
query CUP updatechannelsasynchronoushtransport
gqueryresponseandrefreshintermediatecachesThrough
light book-keepingandincentve-basedoropagationcut-
off policies, CUP controlsand confinespropagationdo
updateghatarelikely to bejustified. In fact, CUP’s over-
headis compensatetbr by a factorof 2 to 300timesin
termsof savingsin cachemisses.

When comparedwith path caching with expiration
(PCX), CUP significantly reducesthe averagequery la-
teng/ over a wide variety of workloads,including Pois-
sonandParetoqueryarrivals, networks of increasingsize
andvarioustopologies,and uniform and Zipf-lik e multi-
key querydistributions. We have also shavn that even
with limited updatepropagation CUP continuesto out-
perform PCX. The overall conclusionis that CUP bene-
fits increasewith network sizeandqueryrates.Although
Poissomueryinterarrvals mayresultin lessunrecwered
overheadthan Paretoarrivals, the sheerforce of Pareto
burstsresultsin higherCUP benefit(investmenteturn).

We believe that CUP pravidesageneraburposdrame-
work for maintainingmetadatan peerto-peernetworks.
We have leveragedhe CUP protocolto deliver metadata
requiredfor effective load-balancingf contentdemand
acrosgeplicanodeq9]. Futurework includesusingCUP
to enhancenanagemenbdf dynamiccontentreplication,
publish-subscrib@pplicationsandprice negotiationand
auctioningof servicesamongstnodesin a peerto-peer
network.
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