Havemothuo Iwavvivey

Turuo Mryovixev Hiextpovinoyv Troloyiotov xan IIinpogopinic

[Ttuyto| Epyooto

‘EAeyyog Xvupdonong pe Pudulloupevn

AoncLooL')wq o1 Orcop‘couwcs‘cw«co'c AlxTuo

Anunterlog-I'ewpyliog Axeoctoplong

EmBAénov:
Enixovpoc Kadnyntrc

Evdyyehoc Iananétpou

OxtwPBproc 2013



University of Ioannina

Department of Computer Science and Engineering

Bachelor’s Thesis

Congestion Control with Adjustable

Fairness in Opportunistic Networks

Dimitrios-Georgios Akestoridis

Advisor:
Assistant Professor

Evangelos Papapetrou

October 2013



Dedication

I dedicate this thesis to Katerina, who supported and encouraged me throughout the course

of this work.



Acknowledgements

First of all, I would like to thank my advisor, Assistant Professor Evangelos Papapetrou,
for his guidance throughout this research work and for the valuable knowledge that I
acquired during our cooperation. Besides my advisor, I would also like to thank the
Ph.D. candidate Nikolaos Papanikos for our fruitful discussions and his useful suggestions,
even under difficult times. Finally, I am also grateful to all my teachers during my

undergraduate studies who helped me shape my way of thinking.

i



Abstract

Dimitrios-Georgios Akestoridis.

Bachelor of Science, Department of Computer Science and Engineering, University of
Ioannina, October 2013.

Congestion Control with Adjustable Fairness in Opportunistic Networks.

Advisor: Assistant Professor Evangelos Papapetrou.

In Opportunistic Networks, where the topology is stochastic and unknown, the nodes
have to seize the opportunities of forwarding data to other nodes, in order to deliver
them to their destinations successfully. For this reason, the routing protocols that have
been proposed for these networks use various techniques to determine the suitable data
carriers. However, it has been observed that the performance of these networks depends
heavily on a small subset of important nodes, which results in an unbalanced traffic load
distribution. These nodes are usually under congestion, which leads to packet drops due
to the storage constraints.

In this thesis we study the problem of congestion control in Opportunistic Networks
and we propose a new congestion control mechanism with adjustable fairness, which
provides a trade-off between efficiency and overhead. The proposed mechanism achieves
high delivery ratio and low delay, without excessive use of the most important nodes, by
taking into account the destination of each message and the saturation state of each node.
Finally, we show that we can significantly improve the performance of the network with

a slight distortion of fairness.

Keywords: Congestion Control, Fairness, Routing, Opportunistic Networks, Delay-

Tolerant Networks, Intermittently Connected Networks.
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Extetopevn lleplindn

Anurtploc-I'edpyioc Axeotopldng Tou Anuntelou xou tng Eleudepioc.

ruyto, Turuo Mnyavixev Hiextpovixaov Trohoyotov xon [Iinpogopntc, IavemotAuio
Iwavvivewy, OxtoBelog 2013.

‘Eheyyoc Luugodenong ue Pudwmlopevn Awarocivn oe Onoptouviotind Aixtua.
EmufBiénwy: Enixoupog Kodnyntric Evdyyehog Hamanétpou.

To npwta Acpuata Aixtuo Trokoyiotdv vhomotjinxay T dexactior Tou 1970, v
o TeKToL TEotovTa Aclpuateny Tomxey Awtiwy Eyvay Slodéotua oy ayopd oTiC opyég
¢ dexoetiag Tou 1990. Qotdoo, 1 amousio evog xowvol TEoTUTOU Elye WS ATOTEAEOUA Ta
TEPLOOOTEPX AMd AUTY Tal TEOLOVTAL Vo elvar omdviar cuUPotd Yetall toug. H mpwtn éxdoon
Tou Tpotumou IEEE 802.11 npotdinxe to 1997 opilovtag 800 Pacixoie tpdmoug Aettovpylag,
TN AetToupYla UTOBOUTC OTIOU OL YENC TEC ETUXOVGYVOUY UEGW ACUPUATWY OTUEIWY TEdcuong
XL TNV %oTd TEpInTwon Asttovpyia 6ToU oL yeroTeg EmXOVWVolY aneuldeiog YeTall Toug.
To Kuwvntd Katd [epintwon Aixtua enexteivouy Ty xatd tepintwon Aettovpyia, napéyovtog
1) BUVOTOTNTA ETLXOVWVIAS TOAGDY 0AMIdT®Y, XodoS 0 xdie Yo TN unopel vo AettoupyoeL
¢ OPOUONOYNTAC OEBOUEVWV.

[Na v emtuyy mopddoon twv dedouévey ota Kivntd Katd Iepintwon Alxtua eivor
amopadTnTN 1 UToEEn GUVEYOUS GUYOEGCLUOTNTOGS, 1) OTolol WO TOGO UTOREl Vo uny ugloTotal
O€ OPIOUEVEC TEQIMTOOEIS.  LTot Alxtuo AlaxonTOUEVNC LUVOECIUOTNTAC OEV UTARYEL XA
o eyyOnom oTL éva TAHEWS GUVOEBEUEVO HOVOTIATL UETAED ontoloudr|oTe (EUYOUS YENOTOV
uploToton og omoldNTOTE Yeovixh oty Egupuoyéc auttv Tov dixtiny amoteholy To
Abtua Avextind oe Kauotépnor, ta onola unopolv vo aveydoly xoduc Tephioels HEYSANS
yeovihc dudpxetag. Ilpoxeévou vor avTeTOToTEL T TEOBANUL TNG CUVOECLUOTNTAS, OL
Yo TEC TEETEL Vo elvar o€ V€T VoL xpaTHOOUY AoV XELUEVY Tar BEBOUEVA TTOL AoBdvouy Yo

HEY Ao ypovixd Blao TAUATA, €we 6Tou Peedel 0 XaTdAANAOC YPHoTNS Yid VoL To TROWIGOoUV.
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Emmniéov, ta Abtua Atoxontoyevne LuvieowotTnTag Unopoly vo xotnyoptonoinoly e
Bdomn T yvoon tne Tomohoyiag Tou dixtlou.

Yta Onoptouvio tixd Alxtua, 6mou 1) Totoloyla elvor GToY oo TiXT Xt &y vewo TN, oL xouSot
TEEMEL Var abpdouy TIC euxanpieg Tpowdnong dedopévey oe dhhoug xouBouc, TEOXEEVOU
VoL TOL THRUBMOOLY GTOUS TROOELOUOUE Toug ETTUY®S. Tar autdv Tov AdYO0, Tol TRWTOXOA-
Aot Bpogordynong mou €youv mpotadel yior auTA To SIXTUA YENOWOTOWUY BIAPORES TEYVIXES
yioo va xadoploouy Toug xatdhAnioug petagopelc dedouevey. lotéoo, €yel maputneniet
OTL 1 Am6B00T AUTWY TWY dXTLWY e€opTdTon ot PeYdAo Bodud amd €va Uixpd LTOoUVORO
ONUOVTIXOY ®OUBwY, TO 0Tolo €YEL ¢ ATOTEAEOUN Uid UT) LOOPROTNUEVT XUTAVOUT| TOU XU-
xhogoplaxol gépTou. Autol ol xéufot eivon cuvitwg uTd cuupdenor, 1 omoia odNyel ot
ATWAELEG TOXETWY AOYW TV ATOINUEUTIXGY TEQLOPIOUMY.

Y1y mapolou epyacio UEAETAUE TO TEOBANUL TOU EAEYYOL TNS CLUUYOENOTG o OnopTou-
vioTixd Aixtua xon mpoteivouue évay VEo Unyaviopd eAEyyou ouppoenong Ue puimlouevn
Ouxonoclvr, o onolog mupéyel TN SuVITOTNTY CLUPBBUOUOY UETAUEY ATOBOTIXOTNTUC XAl ETL-
Bdpuvone. O TEOTEVOUEVOS UNYOVIOUOS ETLTUYYEVEL LPNAT avohoyla TopdBoong xat Yaunin
xoduc tépno), ywelc LTEPBOAXY YPHOT TWV TO ONUAVTIX®Y xOuBwY, hauBdvoviac unddn
TOV TPOOPIOUO TOU XGVE UNVOUATOC XU TNV XUTAOTACT, XOPEGUOU Tou xdle xoufou. Terog,
OElyVoupE OTL UTOPOUUE Vol BEATIOCOUUE CNUAVTIXG TNV OmOBOCT) TOU OLXTUOU WE Wio Uixer

OLO TEEBAWOT TNS BLXAOcUVNG.

A€Zeg Khewdwd: 'Eheyyoc Xuugodpnong, Awonocivn, Apopordynor, Omoptouviotixd

Abxtua, Abxtuo Avextixd oe Kaduotépnorn, Alxtua Alaxontouevng XuvoeouotnTog.
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Chapter 1

Introduction

1.1 Opportunistic Networking

The world’s first wireless network was the ALOHANET, which was developed at the Uni-
versity of Hawaii and became operational in June 1971 [1, 2]. A temporary experimental
license was obtained in order to use two 100 kHz bandwidth channels at 407.350 MHz and
413.475 MHz, since frequency assignments for commercial applications were not available
at that time. In May 1985, the Federal Communications Commission (FCC) established
a set of rules for governing unlicensed access to the 902-928 MHz, 2400-2483.5 MHz,
and 5725-5875 MHz radio bands, also known as Industrial, Scientific, and Medical (ISM)
bands.

The first workshop on Wireless Local Area Networks (WLANSs) was organized by the
Institute of Electrical and Electronic Engineers (IEEE) in May 1991. At that time, the
first WLAN products had just become available in the market, but without a common
wireless standard they were rarely compatible. The first version of the IEEE 802.11
standard was released in 1997 [3] and since then several amendments have followed [4].
In 1999, a group of major companies formed the Wi-Fi Alliance, originally known as the
Wireless Ethernet Compatibility Alliance (WECA), in order to promote WLAN products
based on the IEEE 802.11 standard and to certify their interoperability. Nowadays,
WLANSs are widely used to extend existing wired networks in homes and offices, as well
as to provide wireless Internet access in public places such as airports, restaurants, hotels,

hospitals, and libraries.



The TEEE 802.11 standard defines two basic modes of operation, the infrastructure
mode and the ad hoc mode. In infrastructure mode, mobile units communicate through
access points that serve as gateways to an infrastructure network. Each access point,
together with all the mobile units associated with it, form a basic service set (BSS). An
extended service set (ESS) is a set of BSSs, connected by a distribution system. In ad
hoc mode, mobile units communicate directly with each other, forming an independent
basic service set (IBSS). Infrastructure mode may provide more stability, however the
mobility is limited within the communication range of the access points. On the other
hand, ad hoc mode offers greater mobility and flexibility, but most importantly it can
achieve communication in circumstances that would not be possible with infrastructure
mode, since it does not rely on any infrastructure.

The concept of Mobile Ad hoc Networks (MANETS) was introduced by the Defense
Advanced Research Projects Agency (DARPA) with the Packet Radio Network (PRNet)
project in 1973 [5, 6]. MANETS extend the ad hoc mode to provide multi-hop communi-
cation, which means that a mobile unit may serve as a router for others. This approach
enhances the communication capabilities of the network, because a pair of mobile units
can communicate even if they will never be within each other’s communication range.
The communication links between the mobile units of the network may vary over time
due to their mobility, which means that the topology of the network is constantly chang-
ing. There are plenty of routing protocols that cope with the dynamic topology of these
networks, such as DSDV [7], DSR [8], AODV [9], LAR [10], ZHLS [11], OLSR [12], and
others [13, 14]. MANETSs can be used for emergency networking in case of natural or
man-made disasters, data collection with sensors, military operations, commercial and
educational applications, coverage extension, and many more [15].

All the routing protocols that have been proposed for MANETSs assume that there is
always a contemporaneous end-to-end path for each pair of mobile units in the network.
Unfortunately, this assumption may not be true in networks with frequent and long-
lasting disconnections. In Intermittently Connected Networks (ICNs), also known as
Challenged Networks, there is no guarantee that a fully connected path between any
pair of mobile units exists at any time. Delay-Tolerant Networks (DTNs), also known
as Disruption-Tolerant Networks, are applications in ICNs that tolerate delays beyond

conventional forwarding [16]. The Delay-Tolerant Networking Research Group (DTNRG)



o@ ®
&) ®
® o &®

(a) (b) (c) (d)

Figure 1.1: An example of data delivery in an Intermittently Connected Network

of the Internet Research Task Force (IRTF) has proposed a DTN architecture, which
is based on an abstraction of message switching [17]. The provision of connectivity to
remote regions [18, 19, 20|, vehicular networks [21, 22, 23], wildlife tracking [24, 25],
sparse sensor networks [26], military networks [27], and the Interplanetary Internet [28]
are a few examples of such networks.

The continuous disconnections may complicate the task of data delivery in an ICN, but
this problem can be reduced by taking advantage of the mobility of the nodes [29]. This
approach led to the use of the store-carry-and-forward paradigm, in which a node receives
and carries data from other nodes until a more suitable carrier is available. The routing
protocols that have been proposed for these networks use various techniques to tackle
this problem by exploiting the available information in the network.! Their purpose is to
determine if an encountered node is suitable to carry a message, so that it will eventually
reach its destination.

An illustration of the store-carry-and-forward paradigm is shown in Figure 1.1, as a
series of snapshots from an ICN. In the first snapshot, node S generates some data that
it wants to send to node D. However, since there is no one in its communication range,
node S carries that data and waits for an opportunity to arise. In the second snapshot,
node R; and node Ry are within the communication range of node S. Then, based on the
underlying routing algorithm, node S decides to forward the data destined for node D
to node Rs. Similarly in the third snapshot, node Ry forwards the data to node R3, and
finally in the fourth snapshot, node Rj3 delivers the data generated from node S to node
D. Although there was no contemporaneous path from node S to node D at any time,

the data were successfully delivered by using the store-carry-and-forward paradigm.

'Some of the most prominent routing protocols are described in Section 2.1.



Furthermore, ICNs can be classified based on the knowledge of the topology. If the
topology is deterministic and known, or at least predictable, the required forwards can be
scheduled ahead of time [30]. In Opportunistic Networks the topology is stochastic and
unknown, which leads nodes to seize the opportunities of forwarding data to other nodes.
Since human mobility is often unpredictable, an Opportunistic Network can be formed
by people carrying mobile devices that can communicate with each other. Hence, social
network analysis techniques could be used in order to distribute data, since people tend
to form communities. The Haggle project is mainly focused on prototyping this type of

networks, which they refer to as Pocket Switched Networks (PSNs) [31].

1.2 Scope of the Thesis

The majority of the routing protocols that have been proposed for Opportunistic Networks
uses some utility functions to determine how capable each node is to deliver a message to
its destination. The nodes rely on these utility functions in order to route their messages.
However, the fact that some nodes are more important than others, which corresponds
to higher utility values, results to an unbalanced traffic load distribution that intensifies
when the utility functions are destination-independent [32]. Even worse, the performance
of the network degrades significantly due to the limited resources that cause congestion

in the most important nodes. The main contributions of this thesis are the following:

1. We propose a congestion control mechanism that handles each message differently,
based on the utility values and the saturation state of the relay nodes, which can be
implemented in any utility-based routing protocol. Moreover, our congestion control
mechanism provides a trade-off between efficiency and overhead by adjusting the

fairness in the network.

2. We show that a significant performance gain can be obtained with a limited cutback
in fairness. Thereby, we take advantage of the most important nodes in the network
without overusing them, while maintaining a relatively fair resource allocation. We
evaluated several congestion control mechanisms on three different real-world data

sets, from which similar conclusions were drawn.



1.3 Overview of the Thesis

The rest of the thesis is organized as follows. Chapter 2 reviews state-of-the-art routing
protocols that have been proposed for Opportunistic Networks and strategies to cope with
the resource constraints. Chapter 3 demonstrates the need for adjustable fairness in these
networks and describes in detail the proposed congestion control mechanism. Chapter 4
describes the simulation environment and the evaluation metrics that were used, followed
by the results of the simulations. Chapter 5 summarizes our findings and provides a list
of possible extensions of this work. Finally, detailed descriptions of the two main routing
protocols that were used in this thesis are given in Appendices A and B respectively,
while a further experimental analysis of our congestion control mechanism can be found

in Appendix C.



Chapter 2

Background and Related Work

2.1 Routing in Opportunistic Networks

Each routing protocol that has been proposed for Opportunistic Networks can be classified
as either single-copy [33] or multi-copy [34], regardless of the heuristic methods that it may
use. In single-copy routing protocols, each message is unique in the network. Therefore,
when a message is forwarded to a new carrier, the previous one deletes it. On the other
hand, in multi-copy routing protocols, each message may have multiple copies carried
by multiple nodes in the network. However, the process of replication can be defined
variously for each routing protocol.

Figure 2.1 depicts the differences in the process of delivering a message with a single-
copy routing protocol and a multi-copy routing protocol. It is clear that the single-
copy approach performs fewer transmissions and consumes less storage resources than

the multi-copy approach. However, since the multi-copy approach spreads each message

e o o

(a) (b)

Figure 2.1: An illustration of (a) Single-Copy and (b) Multi-Copy Routing



across multiple nodes, it has a higher probability of successful delivery and it may also
be able to deliver the message faster than the single-copy approach. FEventually, the
choice between single-copy and multi-copy routing is a trade-off between performance
and overhead.

Flooding-based routing protocols are by definition multi-copy routing protocols, since
each node forwards a copy of each message that it holds to all or part of the nodes that
it encounters. Utility-based routing protocols use some utility functions to make their
routing decisions, which means that they can operate as either single-copy or multi-copy
routing protocols. These utility functions can be destination-dependent, destination-
independent, or a combination of both. However, there are several types of utility-based
routing protocols that differ on the techniques that they use. History-based routing
protocols use the history of encounters to estimate their likelihood to be repeated. Social-
based routing protocols attempt to predict future interactions by exploiting the social
behavior of the nodes.

An outline of the most notable routing protocols for each of these categories is given
below. It should be noted that there are several other categories of routing protocols
for Opportunistic Networks that rely on different techniques. For instance, some routing
protocols exploit temporary network partitions to use MANET techniques [35, 36], while
others may even use infrastructure devices or mobility characteristics in order to enhance

the performance of the network [37, 38].

2.1.1 Flooding-Based Routing Protocols

One of the earliest approaches to cope with the intermittent connectivity of these networks
is Epidemic Routing [39]. Each node maintains a summary vector that indicates the
messages that it carries. When two nodes meet, they exchange their summary vectors
and each node requests copies of the unknown messages that the other node carries. In
scenarios without tight resource constraints, Epidemic Routing is able to deliver most of
the messages, by spreading them to all the nodes in the network and eventually reaching
their destinations. However, Epidemic Routing not only has high overhead due to the
many unnecessary transmissions, but the performance may also significantly degrade if

the resources are limited [40, 41].



Several routing protocols have been proposed that aim to control the flooding of mes-
sages in the network [42]. The Spray and Wait routing protocol [43] reduces the overhead
of flooding by bounding the number of copies each message has in the network. The rout-
ing process is divided into two phases, the spray phase and the wait phase. In the spray
phase, a fixed number of copies of the original message is disseminated in the network. In
the wait phase, each node that carries a copy of the message will wait to meet its destina-
tion to deliver it directly. Afterwards, in the Spray and Focus routing protocol [44], the
wait phase was replaced with the focus phase. In the focus phase, each node can forward
the copy that it holds to another node, based on a utility function. Network coding can
also be used to reduce the number of transmissions in the network [45, 46, 47, 48]. Instead
of simply transmitting one packet at a time, each node can combine several packets and

transmit them as one.

2.1.2 History-Based Routing Protocols

The most representative history-based routing protocol is PRoPHET, which stands for
Probabilistic Routing Protocol using History of Encounters and Transitivity [49, 50]. This
approach is based on the assumption that if two nodes have met several times in the past,
it is very likely that they will meet again in the future. Each node maintains a delivery
predictability for each known destination, which indicates how likely this node is to en-
counter a certain destination in the future. When two nodes meet, they exchange their
delivery predictabilities so that they can update their estimates. The nodes that are fre-
quently encountered have high delivery predictabilities for each other that decrease over
time to avoid obsolete information. A transitive property is also applied to these esti-
mates, so that the messages can be forwarded to nodes that encounter their destinations
indirectly. Therefore, each message is forwarded to the node that has the highest deliv-
ery predictability for its destination. An improved version has also been proposed, called
PRoPHETV2 [51], where the equations that update the delivery predictabilities have been
refined to solve two problems that were later observed.

Similarly, in a routing protocol called NECTAR [52], each node calculates a Neigh-
borhood Index for all the other nodes in the network based on the history of its contacts.

This index is then used to determine the route that each message should take, since it



favors the nodes that have met the destination recently. MEED is another history-based
routing protocol, which stands for Minimum Estimated Expected Delay [53]. Each node
records the contact and inter-contact duration that it has with the other nodes in the
network over a sliding history window, in order to estimate the expected time for the

next contact.

2.1.3 Social-Based Routing Protocols

Social-based routing protocols take advantage of the long-term social relationships be-
tween the users of an Opportunistic Network in order to achieve data delivery. A wide
range of human mobility traces have been analyzed to develop realistic models of human
mobility and to determine the extent of its predictability [54, 55], as well as to study the
characteristics of the contacts between human-carried devices [56, 57, 58]. It has been
observed that in most real social networks, each pair of individuals is connected through
a short chain of acquaintances, which is known as the small-world phenomenon [59, 60].
It has also been shown that the physical encounters of mobile devices carried by people
are sufficient to build social graphs with small-world properties [61]. The combination of
short average path lengths and high clustering coefficient of their structure makes them
suitable for routing decisions [62, 63, 64]. Numerous social measures have been proposed
in order to evaluate the significance of each node in the social graph and to predict future
interactions [65, 66, 67, 68].

SimBet [69] uses two social metrics, betweenness centrality and similarity, on a social
graph that constructs based on the contacts of the nodes. The betweenness centrality
metric is used to identify “bridges” in the social graph, while the similarity metric is used
to identify nodes that are “close” to the destination. Unfortunately, the betweenness cen-
trality measure cannot be used in real networks, because it requires complete knowledge
of the network. Alternatively, each node calculates the betweenness centrality of its ego
network, called egocentric betweenness [70], that consists of the ego node, its neighbors,
and all the links among them.! An extension of SimBet was later proposed, named Sim-
BetTS [71], which includes another social metric, called Tie Strength, in order to evaluate

the “strength” of each link in the social graph.

IFurther details on the SimBet algorithm are given in Appendix A.



Bubble Rap [72, 73] relies on the concept of community and centrality in order to solve
the routing task. It is assumed that each node belongs to at least one community, even
if it is a single-node community. Additionally, each node has a global centrality across
the whole network and a local centrality for each of the communities that it belongs. If a
node carries a message destined for a node that belongs in another community, it uses the
global centrality to forward the message, until a node that belongs to the same community
with the destination is found. Then, the forwarding decisions are made based on the local
centrality of the community, until the destination is reached. Therefore, Bubble Rap
requires a community detection mechanism, as well as a technique to approximate the
centrality values [74, 75, 76].

Friendship Based Routing [77, 78] has also been proposed, that exploits the concept
of friendship in order to make routing decisions. The quality of friendship of two nodes
is defined by the time that they were connected over a certain period. Then, friendship
communities of nodes are constructed, that have a quality of friendship greater than a
threshold. Messages are forwarded only to nodes that are stronger friends than the current

carrier and in the same friendship community with their destinations.

2.2 Coping with Resource Constraints

Regardless of the routing heuristics that may be used in an Opportunistic Network, there
are several resource limitations that may hinder the successful delivery of messages. Since
the nodes have buffers of finite capacity, they can only carry a certain amount of messages
at a time. In addition to that, we also have to consider about the limited bandwidth, the
limited computing power, and the energy consumption of each node.

Efficient scheduling and drop policies are essential for the performance of the network.
Scheduling policies are used to determine the importance of each message, so as to give
priority to the most important messages, because limited bandwidth and unexpected
contact interruptions may prevent the transmission of all the anticipated messages. Drop
policies are used to determine which message to discard when congestion occurs. Some
of these policies use local information such as the number of times each message has
been forwarded [79, 80], while others use network-wide information such as the number

of copies each message has in the network [81, 82].
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RAPID [83, 84] is one of the first routing protocols that takes into account resource
constraints and handles the routing process as a resource allocation problem. The order
in which the messages are replicated depends on their utilities, so that a specific routing
metric can be optimized. Similarly, ORWAR [85] replicates the messages with the highest
utility values first and discards the messages with lowest utility values when needed.
Additionally, Delegation Forwarding [86] has been proposed that reduces the overhead of
transmissions by forwarding messages only to the highest-quality nodes.

Several congestion control strategies have been proposed for Opportunistic Networks
that aim to maintain high delivery ratio and low delay, as if there were no resource
constraints [87]. These strategies can be classified based on the number of copies that
the underlying routing protocol uses to deliver each message. Some of the most notable

strategies are described below.

2.2.1 Strategies for Single-Copy Routing Protocols

In single-copy routing protocols, the packets that each node is forced to drop will not be
able to be delivered to their destinations, since there are no other copies in the whole
network. Therefore, some packets may be delivered from alternative paths that are less
congested, in order to avoid as many packet drops as possible. However, the use of
alternative paths may lead to an increase in delivery time [88].

FairRoute [89] is a routing protocol that uses a queue control to distribute the traffic
load fairly among the nodes of the network. It relies on the interaction strength at different
time scales, but it also examines the queue size of each node in order to make routing
decisions. FairRoute uses the queue length of each node as an equivalent of its social
status, so that each node will receive messages only from nodes of equal or higher status.?
Since the queue control mechanism is independent from the routing mechanism, it can
also be implemented in other routing protocols to increase their fairness.

Economic and financial models have also been proposed for congestion control in
Opportunistic Networks, so that each node can decide autonomously whether to accept
to carry a message or not [90, 91]. Another approach that has been introduced for

Congestion Aware Forwarding, called CAFé [92], utilizes buffer and network statistics to

2The detailed description of the FairRoute algorithm can be found in Appendix B.
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predict if the transmission of a message will later cause congestion. Alternatively, Storage
Routing [93, 94] relies on the mitigation of messages from the congested nodes to their

neighbors.

2.2.2 Strategies for Multi-Copy Routing Protocols

Dynamic replication management is needed in multi-copy routing protocols in order to
deal with the problem of storage congestion. In this case, we can tolerate packet drops
to some extent, because there are multiple copies of each packet in the network. Con-
sequently, the buffers of some nodes may be overfilled a lot faster due to the increased
traffic load.

A variety of methods that use “anti-packets” have been proposed, whose aim is to
make better use of the storage capacity of each node by erasing redundant replicas [95].
According to the VACCINE method, when a node delivers a packet to its destination
successfully, it erases its copy of the packet and it keeps an identifier of the delivered
packet, which corresponds to an “anti-packet”. Whenever two nodes meet, they exchange
their “anti-packets” in order to erase the packets that are no longer needed and to prevent
from receiving them again in the future.

Another approach that has been proposed for congestion control in multi-copy routing
protocols aims to control the replication rate, in accordance with the level of congestion
in the network [96]. Similarly, CAFREP [97] controls the number of copies that each node
forwards to another node, according to their buffer and network statistics. Thereby, the

replication rate changes over time based on the available resources.
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Chapter 3

Congestion Control in Opportunistic

Networks

3.1 The Need for Adjustable Fairness

Most of the routing protocols that have been proposed for Opportunistic Networks make
greedy routing decisions that aim to maximize a certain utility function, regardless of
any resource constraints. When two nodes meet, each message is simply forwarded to
the node with the highest utility value for its destination. These utility values are used
to determine which node is more likely to deliver a message to its destination. However,
this process does not take into account storage, bandwidth, or energy constraints. For
instance, according to the SimBet [69] routing protocol, each message is forwarded to the
node with the highest SimBet utility value, even if its buffer is already fully occupied.
More specifically, node ¢ will forward a message, destined for node d, to node j if it is
true that SimBetUtil; (d) > SimBetUtil; (d).

This approach leads to an unbalanced traffic load distribution in the network, since
most of the packets are forwarded to the nodes with the highest utility values, which is
even more evident when the utility functions are destination-independent [32]. Due to
storage limitations, these nodes are most of the time under congestion, resulting in loss
of messages. Even worse, in the case of single-copy routing, each time a node is forced
to drop a packet, it is permanently lost because there is no other copy in the network.

Likewise, bandwidth and battery limitations would affect the performance dramatically,
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Figure 3.1: Distribution of Forwards without resource constraints

since the nodes with the highest utility values perform most of the transmissions. On the
other hand, the nodes with the lowest utility values perform far fewer transmissions, since
they are rarely used as intermediate nodes. This phenomenon is particularly aggravated
in the case of social-based routing protocols, because most of the traffic load is carried by
the most popular nodes.

Figure 3.1 shows the distribution of forwards, from simulations of SimBet using the
human mobility traces from the MIT Reality Mining data set [98], without any resource
constraints.! It is clear that a small subset of the nodes account for most of the forwards
that occurred in the whole network. From a total of 97 nodes, over 50% of the total
number of forwards was held just by the top 6 nodes. If there were storage constraints,
most of these packets would be dropped due to congestion, decreasing the efficiency of
the routing protocol significantly. Even if the top 6 nodes could carry all of these packets,
their batteries would get drained a lot faster. Similar results have been observed for other

routing protocols as well, in a variety of data sets [72, 86, 99, 100].

'More details about the simulation setup will be given in Section 4.1.
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A well-known solution to the unbalanced traffic load distribution is to increase the
fairness in the network. As a result, the traffic load is distributed fairly among all the
nodes in the network, which leads to a reduction in the total number of packet drops.
Unfortunately, if we distribute the packets with absolute fairness, we lose in terms of
delivery ratio and delay [101]. The reason why this happens is because most of the
opportunities to forward a packet to a better node will be lost, just to keep the fair
allocation of resources. Even though there may be several alternative paths to reach
the destination, the delivery time may increase significantly [88]. On the other hand, by
forwarding packets to the nodes with the highest utility values, we increase the likelihood
of delivering them to their destinations and thus reducing the traffic load in the network,
which corresponds to fewer packet drops. Therefore, our goal is to be as fair as possible,

while taking advantage of the important nodes wisely.

3.2 Congestion Control with Adjustable Fairness

In this section we delineate the proposed congestion control mechanism, as well as the
intuition behind it. Initially, we present our methodology for the measurement of the
importance of each packet transmission. Then, we describe how our congestion control
strategy differs from other known approaches. Finally, we define the forwarding condition
of our congestion control mechanism, which also provides a trade-off between efficiency
and fairness through a tunable parameter.

First of all, we need to be able to determine the importance of each forwarding step.
Obviously, when the receiver has much higher utility value than the sender, the likelihood
of successful delivery is significantly increased. However, we also have to take into account
the cases where their utility values are close to 0. The most unfavorable situation is when
a node carries packets for which it has a utility value equal to 0. In such occasions, it is
crucial to forward these packets to nodes that have at least a little higher utility values,
so that there will be a greater chance to find other nodes that will be able to deliver them
to their destinations.

For that purpose, we use the normalized utility value U; ; (d) that we define in Equation
3.1, where 7 and j are the two encountered nodes and d is the destination of a packet. This

normalized utility value is equal to 1 only when the current carrier has a utility value that
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Figure 3.2: Two nodes in contact with known utility values and buffer contents

it is equal to 0 and it encounters another node with a utility value greater than 0. However,
this normalized utility value is also close to 1 when the encountered node has a much higher
utility value than the current carrier, which means that it is much closer to the destination.
On the contrary, when the normalized utility value is close to 0, it indicates that both
nodes have almost equal utility values. This normalized utility value can be used in any
utility-based routing protocol, without affecting its performance. For instance, in the
SimBet routing protocol, the forwarding condition SimBetUtil; (d) > SimBetUtil; (d) is
equivalent to U; ; (d) > 0.

 utility; (d) — utility; (d)

o 1
Ui (d) utility; (d) + utility; (d) >

Figure 3.2 depicts a scenario with two nodes i and j carrying some packets for the
destination nodes dy,...,ds. Without any congestion control mechanism, node ¢ would
forward all the packets that it carries to node j, simply because node j has a higher utility
value for each one of them. According to other proposed strategies, such as FairRoute
[89], node i would keep forwarding packets to node j until the traffic load is distributed
fairly. In our approach, we may violate the fair traffic load distribution to forward some
crucial packets, based on the normalized utility value U; ; (d). For example, we would not
forward the packet destined for node d;, because both nodes have almost equal utility
values, but we may forward the packet destined for node d,, since node 5 has a much

higher utility value than node 7.
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Therefore, we also need a measure of the saturation state of each node. We use
the remaining storage space so that when two nodes meet, they both know how many
more packets each node can carry, avoiding unnecessary packet drops. However, since
there is no guarantee that all nodes can carry the same total amount of data, we use
the normalized residual space. The normalized residual space of node i is calculated by
dividing its remaining storage space R; with the total amount of storage space B; that
it can allocate. Equation 3.2 defines the forwarding condition of the proposed congestion
control mechanism, which has to be true in order to forward a packet from node ¢ to node
j that is destined for node d.

W@ >0 (> (1 W @) 3 (32)

We also introduce a tunable parameter 9, so that we can adjust our approach either
towards high efficiency or absolute fairness. By raising the normalized utility value U; ; (d)
to the power of §, we can choose an appropriate value to define it so that the performance
of the network can meet the needs of a certain application. Figure 3.3 demonstrates the
impact that five different values of § have on the forwarding condition.? When we assign
a value to ¢ from the interval (0, 1), we allow the transmission of even more packets with

a high normalized utility value U; ; (d) by relaxing the forwarding condition. On the other

2We examine the impact that these values have on the performance of the network in Appendix C.
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hand, by assigning a value to § greater than 1, we mostly concentrate on maintaining the
load balancing among the nodes by enforcing the forwarding condition. Therefore, we can
fine-tune the § parameter to achieve either low end-to-end delay or low overhead.

To summarize, in the case where U, ; (d) — 0, the packet will be forwarded to node
j only if it also contributes at balancing the traffic load between the two nodes. When
U j(d) — 1, we may break the load balancing between their buffers in order to forward
the packet to node j and increase the likelihood of successful delivery. All the packets for
which it is true that U, ; (d) = 1 will be forwarded to node j, as long as it has enough
space to store them, which means that 12; must be greater than or equal to the size of the
corresponding packet. It should be noted that when § — oo, our approach resembles the

queue control of FairRoute [89] and when § — 0 we operate as if there was no congestion

control mechanism, but without overfilling the buffers of the nodes.

3.3 Exploiting Social Preferences and Heterogeneity

In social psychology, the attitude that each individual has for the gain of others in relation
to their own is often called Social Value Orientation (SVO), with several different methods
for its measurement [102, 103, 104, 105]. Selfish people show no concern about the needs
of others but themselves, while altruistic people willingly sacrifice their own welfare for
the benefit of others. The 0 parameter can be considered as the social preferences that
each node has towards allocating its resources for the sake of others. When 4 is close to
0 the nodes behave altruistically, because they are contributing all of their resources to
help others achieve communication. Selfish nodes would have high § values, so that they
could avoid using their resources to help others.

In this work, we assume that the § parameter is the same fixed number for all the
nodes in the network. Therefore, in order to achieve high delivery ratio and low delay,
we need to define the ¢ value so that the nodes will behave cooperatively. However, each
node could define its own ¢ value in accordance with its social preferences, which could
also change over time. In that case, the most efficient solution may result from a mixture
of selfish, prosocial, and altruistic nodes. It is evident that a self-configuring method is
required in order to dynamically adjust the value of the § parameter, which we intend to

investigate in future work.
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Furthermore, in a real scenario it is very likely that the total amount of storage space
would vary from node to node. The performance of the network would be significantly
affected if some of the most important nodes had very limited storage space. Even worse,
if these nodes were also acting selfishly, it would require much more time to deliver
each packet through alternative routes. Additionally, in cases where there are energy
constraints, we should also take into account the battery level of each device in order to

avoid node overloading.
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Chapter 4

Experimental Evaluation

4.1 Simulation Setup

In collaboration with the other members of the Networks Research Group, we have devel-
oped a custom simulator in order to evaluate the performance of various routing proto-
cols that have been proposed for Opportunistic Networks. We have implemented plenty
of routing protocols that have been described in the literature, as well as strategies to
cope with resource constraints, with a variety of mobility traces available for simulations.
Table 4.1 summarizes the characteristics of the data sets that are being used throughout

this thesis, which are available in the CRAWDAD archive [106].

Table 4.1: Characteristics of the data sets

Data Set Reality Mining PMTR Sassy
Massachusetts
University of University of St
Institution Institute of
Milan Andrews
Technology
Number of Nodes 97 44 25
Duration 290 days 19 days 74 days
Radio Range 10 meters 10 meters 10 meters
Granularity 300 seconds 1 second 6.67 seconds
Number of Contacts 113875 11895 112264
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Table 4.2: Simulation Settings

Traffic Type Uniform
Warm-Up Period 20% of Simulation Time
Cool-Down Period 20% of Simulation Time

Buffer Size 20 packets
Scheduling Policy FIFO

Drop Policy Drop Front

Bandwidth Infinite

TTL Infinite
Number of Trials 25

The first data set, called Reality Mining [98], consists of contacts from 97 students and
faculty members at the MIT. They carried mobile phones that were performing Bluetooth
scans every 5 minutes. The second data set, called PMTR [107], contains contacts from
44 students, faculty members, and technical staff at the University of Milan. They used
custom-made devices that were designed to perform scans on a per-second basis. The
third data set, called Sassy [108], comprises contacts from 25 sensors that were carried
by individuals associated with the University of St Andrews. The sensors attempted to
detect each other every 6.67 seconds. Each of these data sets has its own advantages
and disadvantages due to their different number of participants, durations and scanning
intervals.

Table 4.2 provides the simulation settings of the experiments that we performed. The
traffic of each simulation was generated uniformly at random, so that each packet was
created at a random time, with a random pair of source and destination nodes. To avoid
statistical bias, the results were collected only after a warm-up period and before a cool-
down period, each of which lasts as much as 20% of the total simulation time, so that
the network would be in its steady state. Each node could store up to 20 packets in its
buffer, that processes in a FIFO and Drop Front order. We assumed that there are no
bandwidth, time-to-live or energy limitations, so that the storage space would be the only

constraint of our experiments. We examined six different scenarios, where the traffic load
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ranges from low to high, based on the characteristics of each data set. For each scenario
we simulated 25 trials in order to calculate the average values and the 95% confidence

intervals of a variety of evaluation metrics.

4.2 Evaluation Criteria

In order to evaluate the performance of each congestion control strategy, we have to define
a set of evaluation metrics. For each simulation trial, we collected the required data for
the calculation of these evaluation metrics. The definition of each evaluation metric is

given below.

Delivery Ratio

The delivery ratio is defined as the total number of packets that were successfully de-
livered, divided by the total number of packets that were generated. In Opportunistic
Networks, the delivery ratio is rarely close to 100%, mainly because of the intermittent
connectivity of the nodes, the unknown topology, and the resource constraints. Even
without these limitations, some packets cannot be delivered due to the absence of a se-
quence of intermediate nodes that can connect the source node with the destination node

at any time.

Average Delay

Even though the applications in Opportunistic Networks must be able to tolerate long
delivery times, there are many applications that could benefit from delivering the packets
in the minimum possible time. We calculate the average delay by adding all the delivery
times and then dividing them by the total number of packets that were successfully
delivered. Because the process of packet delivery often takes a long time, we measure the
average delay in hours. However, the average delay takes into account only the packets
that were successfully delivered, regardless of the total number of packets that the routing
protocol failed to deliver. For that reason, we also use the cumulative distribution function
of the delay, which describes the fraction of packets with a delivery time less than or equal

to a certain time.
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Overhead

We use the total number of forwards that occurred in the whole network as an approximate
measure of the energy consumption. In order to be able to compare the overhead between
simulations with different traffic load, we normalize the total number of forwards by
dividing them with the total number of packets that were generated. Additionally, we
also calculate the cumulative fraction of forwards in order to evaluate the fairness of each

algorithm, in terms of energy consumption.

Average Number of Hops

The number of hops refers to the number of forwards that occurred in order to deliver
a packet to its destination. The average number of hops is calculated by adding the
number of hops of the delivered packets, divided by the total number of packets that
were successfully delivered. In other words, this metric indicates the average length of

the successful routing paths.

Total Number of Packet Drops

Due to the constraints on storage capacity, a node may be forced to drop some of its
packets, especially if the routing protocol does not use a congestion control mechanism.
However, even if we use an optimal congestion control mechanism, if the resources of
the nodes are not enough to support the overall traffic load, some packets will have to be
dropped. Unfortunately, in the case of single-copy routing, each packet drop automatically
reduces the delivery ratio, since there is no other copy of the packet in the network. In
order to determine if congestion occurs only into a small subset of nodes, we also calculate

the cumulative fraction of packet drops.

4.3 Performance Analysis

In this section we are going to compare the performance of four different algorithms
on three different data sets. The forwarding condition of each of these algorithms is

. . __ SimBetUtil;(d)—SimBetUtil;(d) . .
specified in Table 4.3, where U, ; (d) = SimBetUtil, (d)7-SimBetUtli (@) SINCe We use SimBet

[69] as our reference routing protocol, so that we can compare the effectiveness of three
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Table 4.3: The forwarding condition of each algorithm

Algorithm Forwarding Condition
SimBet-AF (U;; (d) > 0) A &><1—(U~(d))5)&
mmbet- i,J B; b B,
SimBet-FR (Ui,j (d) > O) A ((Q] S Qz) \% (Uiyj (d) = 1))
. R _ R
SimBet-LB (Ui (d) > 0) A <Bj > Bé)

different congestion control strategies. For every node ¢ in the network, R; corresponds
to its remaining storage space, B; corresponds to the total amount of storage space that
it can allocate, and @); is equal to its queue length. The original version of SimBet
forwards the packets greedily to the nodes with the highest utility values, regardless of
their availability in storage resources. The original forwarding condition of SimBet is
SimBetUtil; (d) > SimBetUtil; (d), which is equivalent to U, ; (d) > 0.

We implemented our proposed congestion control mechanism in SimBet, which we
refer to as SimBet-AF. The major advantage of our approach compared to others is that
it handles each packet differently, based on its importance and the saturation state of the
nodes. It also enables the adjustment of fairness through a tunable parameter 9, so that
we can choose between high performance or low overhead. During the simulations from
which we collected the following results, we had assigned = 0.25, based on our empirical
observations.! In future work, we are going to investigate methods to define the § value
dynamically, based on local information.

To our knowledge, the most relevant work in the literature is the queue control of the
FairRoute [89] routing protocol, in which each node will accept to carry a packet from
another node, only if the other node has a longer or equal queue length. However, in
case that the current carrier of a packet has a utility value equal to 0, it will be accepted
regardless of their queue lengths, if the other node has a utility value greater than 0. We
implemented the queue control of FairRoute in SimBet, which we call SimBet-FR, so that

we can compare its performance with the other approaches.

1Our experiments in Appendix C show that the most efficient values of d, in terms of delivery ratio

and delay, lie in the interval of (0, 1).
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In order to examine how beneficial the utility values are for a congestion control mech-
anism, we have also performed simulations for an algorithm that we refer to as SimBet-LB.
This approach aims to distribute the load among the nodes with absolute fairness, regard-
less of the importance of each packet. According to the SimBet-LB algorithm, a node
will accept to carry a packet from another node if and only if the sender is in a higher
saturation state.

We performed simulations on three different data sets, which are known as the Re-
ality Mining, the PMTR, and the Sassy data sets. Their characteristics were previously
presented in Table 4.1. In subsection 4.3.1, we are going to analyze in detail the perfor-
mance of each algorithm on the Reality Mining data set, which is the most widely used
for simulations in such networks. Finally, in subsection 4.3.2 we analyze the results of the

most important evaluation metrics from simulations on the PMTR and Sassy data sets.

4.3.1 Simulations on the Reality Mining Data Set

As we can observe in Figure 4.1a, from the three congestion control strategies that we
implemented, SimBet-AF achieves the lowest average delay under any traffic load. The
SimBet-LB algorithm has the highest delivery time on average, because it tries to balance
the load among each pair of nodes of the network. It should be noted that on average, as
the traffic load increases, the SimBet-FR algorithm delays to deliver the packets to their
destinations as much as the SimBet-LB algorithm. Our approach reduces the delivery
time significantly, because it may violate the load balancing in order to seize some of the
most crucial forwarding opportunities.

Plain SimBet has the lowest average delay, because it can only deliver the packets
that do not have to stay in the buffers of the intermediate nodes for a long period of
time. However, as Figure 4.1b shows, the other three algorithms were able to deliver
these packets in a short period of time as well. Even though SimBet-FR and SimBet-
LB have almost the same average delay, SimBet-FR was able to deliver more packets.
Nevertheless, SimBet-AF manages to deliver even more packets to their destinations, but
also in a much shorter period of time.

Figure 4.1c clearly demonstrates the impact of storage constraints on the performance

of the network, as well as the need for congestion control. Plain SimBet could only
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deliver about 35% of the packets that were generated under low traffic load, while it
barely surpassed 15% under high traffic load. Even the SimBet-LB approach was able to
achieve a higher delivery ratio, simply because it does not forward the packets blindly. As
we can observe, under high traffic load, both SimBet-AF and SimBet-FR deliver about
the same number of packets. However, under low traffic load, SimBet-AF is able to deliver
more packets than SimBet-FR, because it can adapt to the changes in the network traffic
load. Also, Figure 4.1d depicts the effect of the traffic load on the average route length
of each algorithm.

As we can see in Figure 4.2a, SimBet-AF has about the same total number of packet
drops as SimBet-FR. It should be noted that under high traffic load, SimBet-LB has

more packet drops than the other two congestion control approaches, because the nodes
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Figure 4.2: (a) Total Number of Packet Drops, (b) Cumulative Fraction of Packet Drops,

(c) Overhead, and (d) Cumulative Fraction of Forwards on the Reality Mining data set

are unable to find alternative routes that are not under congestion. In Figure 4.2b we
can clearly see that in the case of plain SimBet, a small subset of nodes is responsible
for almost all the packet drops that occurred in the whole network. In particular, more
than 80% of the total number of packet drops occurred in only 5 nodes, from a total of 97
nodes. Even the SimBet-FR algorithm exhibits this phenomenon to some degree, because
it does not take into account the remaining storage space of the receiver before forwarding
a packet. In contrast, with the SimBet-LB approach most of the nodes drop about the
same amount of packets, but they are also more in total, which corresponds to fewer
successfully delivered packets. The desired solution is given by the SimBet-AF algorithm,
which combines the small number of packet drops with an almost fair distribution of the

packet drops among the nodes.
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Figure 4.3: Average Delay vs. Delivery Ratio on the Reality Mining data set

Although the main goal of each algorithm is to deliver most of the packets in the min-
imum possible time, we also want this process to require a small amount of forwards. As
we can see in Figure 4.2¢, the SimBet-LB approach performs the fewest transmissions in
the network, because of its notably stringent forwarding condition. It should be pointed
out that plain SimBet delivered far fewer packets, while performing many more trans-
missions. Both SimBet-AF and SimBet-FR perform about the same number of forwards,
which according to Figure 4.2d are distributed between the nodes in a similar way.

In conclusion, Figure 4.3 makes it clear that our proposed congestion control mecha-
nism is the most efficient in terms of delivery ratio and delay. The queue control that was
proposed by the authors of FairRoute, increases the delivery ratio to a certain degree, but
the delay is significantly high compared to our proposed method. The approach that dis-
tributed the traffic load with absolute fairness caused the least overhead in the network,
but it was not as efficient as the other approaches. We also showed how poorly SimBet
performs under storage constraints without a proper congestion control mechanism, even

under low traffic load.

4.3.2 Simulations on the PMTR and Sassy Data Sets

Since the characteristics of the other data sets are markedly different, we have to change

the traffic load of each scenario in order to examine the performance of each algorithm
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Figure 4.4: (a) Average Delay, (b) Cumulative Distribution Function of the Delay, (c)
Cumulative Fraction of Packet Drops, and (d) Average Delay vs. Delivery Ratio on the
PMTR data set

properly. However, the rest of the simulation settings remain the same, as well as the
0 value of the SimBet-AF algorithm, which is 0.25. The results that we obtained, both
from the PMTR and Sassy data sets, were similar to those that we analyzed previously
from the Reality Mining data set. Therefore, for these data sets we are going to analyze
only the most important evaluation metrics.

As expected, plain SimBet has the lowest average delay in both data sets, as shown
in Figures 4.4a and 4.5a, because it drops most of the packets due to congestion. Since
there is only one copy of each packet in the network, plain SimBet could only deliver a
small fraction of the generated packets, as we can see in Figures 4.4b and 4.5b. On the

other hand, by including a congestion control mechanism, the total number of success-
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Sassy data set

fully delivered packets is significantly increased. Among the compared congestion control
algorithms, SimBet-AF has the lowest average delay under any traffic load, while both
SimBet-FR and SimBet-LB achieve similar average delivery times on both data sets.

As we can see in Figures 4.4c and 4.5¢, plain SimBet causes most of its packet drops
to occur in a small subset of nodes. This feature appeared in all three data sets, however
in the Reality Mining data set we had the most skewed distribution. In the Sassy data
set, SimBet-AF achieves almost as good distribution of the packet drops as SimBet-LB,
while the SimBet-FR algorithm results in a slightly more skewed distribution. However,
in the PMTR data set, all the algorithms have a similar distribution, with the exception
of the plain SimBet.
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Finally, according to Figures 4.3, 4.4d, and 4.5d, SimBet-AF was the most efficient
in terms of delivery ratio and delay, in all three experimental data sets, under any traffic
load. On the other hand, SimBet-FR also had a similar delivery ratio with SimBet-AF in
all three data sets, but with much longer delivery times. The key component that makes
our approach more efficient than the others, is the fact that we handle each forwarding
decision differently. In order to decide if a packet should be forwarded, we take into
account the saturation state of both nodes, as well as how much better the encountered
node is than the current carrier, based on the utility values of the underlying routing
algorithm. In addition to that, we can also adjust the fairness in the network, by tuning
the value of the § parameter, in order to achieve the desired trade-off between efficiency

and overhead.
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Chapter 5

Conclusions and Future Work

5.1 Conclusions

In order to achieve data delivery in an Opportunistic Network, some routing protocols
use utility functions to estimate the capability of each node to deliver a message to its
destination. However, there is usually a small subset of important nodes that are more
crucial than others in the process of data delivery. Congestion may occur in these nodes,
even under low traffic load, if the messages are forwarded greedily. It is evident that a
congestion control mechanism is needed that can take advantage of the most important
nodes without excessively using them.

We proposed a congestion control mechanism that handles each message differently,
in accordance with the saturation state and the utility values of the intermediate nodes.
Additionally, a tunable parameter § was introduced in order to be able to adjust the
fairness in the network. We can perceive the § parameter as the social preferences that
each node has about allocating its resources to help others communicate. Altruistic
nodes would have a ¢ value close to 0, while selfish nodes would have the highest § values.
However, in order to achieve the desired trade-off between efficiency and overhead, the
value should lie in the interval of (0, 1), which corresponds to a cooperative behavior of
the nodes.

Our experiments on three different real-world data sets showed that our congestion
control mechanism reduces the average delay significantly, compared to other relevant

approaches, while retaining a high ratio of delivered packets. In addition to that, our
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approach does not overuse the most important nodes in the network, resulting in almost
uniform distributions of packet drops and transmissions. As we concluded, we can signif-
icantly improve the performance of the network by slightly distorting its fairness in terms

of resource allocation.

5.2 Future Work

During this work, the § parameter was the same fixed number for all the nodes in the
network. We could extend the present approach, by setting the value of the § parameter
dynamically, based on local information. For example, each node could define its own o
value, based on its importance in the network or its preference to contribute as a router
for others.

Social selfishness has also been considered as a potential problem in Opportunistic
Networks [109, 110], where most of the nodes are willing to exchange messages only with
those whom they have social relationships. In that case, each node could assign a different
0 value for every other node in the network, based on their social ties. Furthermore, the
nodes could use buffer and network statistics in order to define the ¢ value accordingly. For
instance, each node could calculate the average time that packets destined for a certain
node stay in its buffer, which may help to make even better use of the most important
nodes.

The forwarding decisions that each node has to make could be considered as social
dilemmas [111], where the nodes have to decide if they will act in favor of their own
resources, or if they will contribute for the better performance of the network. Therefore,
we could apply game theory [112] in order to make the required forwarding decisions that

aim to solve the congestion control problem.
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Appendix A

The SimBet Algorithm

SimBet [69] is a social-based routing protocol for Opportunistic Networks that relies on
two social metrics, betweenness centrality and similarity. In order to be able to calculate
these metrics, a social graph is required that describes the social relations between the
nodes of the network. There are several techniques of contact aggregation that aim to
map the physical encounters of the nodes to social graphs [113]. The original version of
SimBet uses a growing time window to build its social graphs, by adding edges between
nodes that have met at least once in the past.

Centrality is a measure of the relative importance of a node within a graph. There are
several centrality definitions, however the most common are degree centrality, closeness
centrality, and betweenness centrality [65, 66]. SimBet exploits the betweenness centrality,
because it can be regarded as a quantify of the control that a node has over information
flowing between others [68]. The betweenness centrality of node p; is equal to the number
of shortest paths between any pair of nodes p; and p;, that pass through node p;, divided

by the total number of shortest paths, as seen in Equation A.1.

j—1

Cp (pi) = ZN: ~ 9k (P1) (A1)
j=1k=1 ik
Unfortunately, the betweenness centrality measure requires complete knowledge of
the network topology, which is not available in Opportunistic Networks due to their
intermittent connectivity. Therefore, SimBet calculates the betweenness centrality of
the ego network (egocentric betweenness), rather than the betweenness centrality of the

complete network (sociocentric betweenness) [70]. An ego network consists of the ego
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Figure A.1: The gray area of the given social graph corresponds to the ego network of

the black node

node, its neighbors, and all the links among them, as illustrated in Figure A.1. Given
the adjacency matrix of the ego network A, the sum of the reciprocals of the entries of
A%[1 — A] is equal to the egocentric betweenness of the ego node [114]. Although the
egocentric betweenness of a node is generally smaller than its sociocentric betweenness,
it has been observed that the ranking of the nodes is similar for both measures.

Social networks are known for their high clustering coefficient and short average path
lengths [62, 63, 64]. Based on this observation, a variety of metrics that rely on neigh-
borhoods of nodes have been proposed, in order to predict future links [67]. SimBet uses
the number of common neighbors, as shown in Equation A.2, to calculate the similarity

metric between two nodes z and y.

P(z,y) =[N (x) N N (y)| (A.2)

Therefore, based on the adjacency matrix of the ego network, the ego node can cal-
culate its similarity with any node that has met directly. However, in order to calculate
the similarity of the ego node with nodes that do not belong in its ego network, we need
a list of indirect encounters through its neighbors. When two nodes meet, they exchange
their lists of direct encounters, from which each node can obtain information about its
indirect encounters that can be used for the calculation of the similarity metric.

Each node periodically transmits “hello” messages, so that it can be detected by the
other nodes. Whenever a node receives a “hello” message from another node, which

indicates that they are within communication range, it delivers all the messages that it
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carries that are destined for that node. Then, it requests the encounter vector of the other
node, so that it can update its ego network and social metrics. After the reception of
the encounter vector, it transmits a summary vector that contains a summary of all the
messages that it holds. Finally, the other node decides which of these messages should be
transmitted, based on their utilities. This process is also described in Figure A.2.

In order to decide which messages should be forwarded, the two nodes have to compare
their utilities. The similarity utility is a comparison of the similarity metrics that nodes n
and m have for the destination node d. Likewise, the betweenness utility is a comparison
of the egocentric betweenness of the nodes n and m. Equations A.3 and A.4 define how
node n calculates its similarity utility and betweenness utility for delivering a message to
node d, compared to node m. The SimBet utility is calculated as a weighted combination

of the similarity utility and the betweenness utility, as given in Equation A.5.

— Simy, (d)
SimUtil,, (d) = A3
imUtiln (d) = o+ Simm (d) (A.3)

. Bet,,
SimBetUtil, (d) = aSimUtil,, (d) + BBetUtil, (A.5)
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The SimBet utility is used to make the forwarding decisions, where a and [ are
adjustable parameters for which it holds that o + § = 1. These parameters are usually
set to a = B = 0.5, so that the similarity utility and the betweenness utility have the
same importance. Finally, node n will forward messages, destined for node d, to node m

only if SimBetUtil,, (d) > SimBetUtil,, (d).
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Appendix B

The FairRoute Algorithm

FairRoute [89] is a routing protocol for Opportunistic Networks that uses the interaction
strength between two nodes ¢ and j, in short term o;; and in long term J\;;, in order to
make its routing decisions. The interaction strength increases upon encounter, while it
decreases over time with an exponential rate r, for short term and r, for long term, which
means that these parameters must be set so that ry, < r,. Equations B.1, B.2, and B.3
define how node i updates its perceived interaction strengths when it encounters node j,
where t is the current time, ¢; is the last time that node ¢ encountered another node, and

N; is the list of contacts of node 1.

Oik = Jik€_T‘T(t_ti) Vk € N; (Bl)
Aip = )\ike_h‘(t_ti) Vk € N; (BQ)
(035, Aij) = (035, Aij) + (1,1) (B.3)

After updating the perceived interaction strengths, the two nodes have to decide which
messages should be forwarded from the one node to the other. FairRoute favors nodes with
high interaction strength in long term, while avoiding nodes with deceptive interaction
strength in short term. Based on their perceived interaction strengths, node ¢ can calculate
its perceived utility of node j to deliver a message to node k, as defined in Equation B.4.
In a similar way, node i calculates its perceived utility of node j to deliver a message to

any node in the network, as shown in Equation B.5. Consequently, node i will forward a
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message to node j, which is destined for node k, only if at least one of the conditions of

Equation B.6 is met.

Ajk Ak — i)

Wik = B4
" Nk (ANje — o) + Nik (Nik — o) (B.4)
o ke, Ajk (Aje — Tjk) (B.5)

v Sken, Nk (Njk — o) + Zien, Aik (Aik — o) ’
Uijk > % N ()\Zk + )\jk‘) >0 (B 6)

uij > % AN (Nik+Ag) =0
However, this routing strategy is forwarding each message greedily, like most other
routing protocols, causing an unfair traffic load distribution. To overcome this problem,
FairRoute uses a queue control that takes into account the queue length of each node.
According to this queue control, each node will accept messages only from nodes with
higher or equal queue lengths, except from the case where u;;; = 1 and (A\ix + Aji) > 0.
Finally, Equation B.7 modifies the conditions of Equation B.6, by including the queue

control.

Uik > % AN ()\zk + /\]k) >0 A Qj < QZ

u; >3 A Qut+Xp) =0 A Q;<Q;

This queue control can also be used in other utility-based routing protocols to increase
their fairness, since it is independent from the routing decisions. The authors of FairRoute
argue that the queue size of a node is equivalent to its social status and therefore the nodes

should not accept messages from nodes of lower social status.
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Appendix C

The Impact of Social Preferences

The § parameter of our proposed congestion control mechanism can be used to define
the social preferences of the nodes. When ¢ is close to 0, the nodes behave altruistically
by accepting to carry most of the forwarding packets. Alternatively, when a high value
is assigned to the ¢ parameter, the nodes behave selfishly by rejecting to carry most of
the forwarding packets. In order to examine the impact of five different ¢ values on the
performance of the network, we are going to evaluate our congestion control mechanism
on the single-copy version of the SimBet routing protocol.

We are going to use the same § values that were used in Figure 3.3 to explain their
impact on the forwarding condition. For 6 = 1 we get a linear relationship between the
importance of each packet and its effect on the forwarding condition. For 6 = 0.25 we
relax the forwarding condition so that we can transmit most of the important packets,
while for 6 = 4 we enforce the load balancing between each pair of nodes. Finally, we
also examine the two extreme cases, by setting 6 = 0.001 and § = 1000. We will compare
our results from simulations on the Reality Mining data set, with the simulation settings
that were given in Table 4.2.

As Figure C.1a shows, the approaches with the lowest ¢ values deliver their packets a
lot faster, because the nodes seize most of their opportunities to forward their packets to
more suitable carriers. On the other hand, the approaches with the highest ¢ values have
longer delivery times, because they search for alternative routes that are less congested.
As expected, by relaxing the forwarding condition, the packets reach their destinations

faster, if they do not get dropped in the mean process due to storage constraints.
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Data Set: Reality Mining Data Set: Reality Mining
Traffic Load: 1.8 packets / hour
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Figure C.1: The impact of d: (a) Average Delay, (b) Cumulative Distribution Function
of the Delay, (¢) Delivery Ratio, and (d) Average Number of Hops

As we can see in Figure C.1b, the approaches with § equal to 0.001 and 1000 were
unable to deliver packets that required a long period of time to reach their destinations.
This phenomenon is also reflected in the results of the delivery ratio in Figure C.lc.
As we can observe, by relaxing the forwarding condition we can increase the amount of
successfully delivered packets. However, by setting the § value close to 0 we obtain the
opposite results, because each node accepts all the forwarding packets until it runs out
of space. As a result, the buffers of the nodes with the highest utility values are most
of the time full. Therefore, when they try to generate a new packet, they are forced to
drop another one, which causes the reduction in the delivery ratio. On the other hand, by
assigning a high 0 value, most of the opportunities that could help achieve data delivery

will be lost to maintain the load balancing among the nodes.
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Data Set: Reality Mining Data Set: Reality Mining
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Figure C.2: The impact of §: (a) Total Number of Packet Drops, (b) Cumulative

Fraction of Packet Drops, (¢) Overhead, and (d) Cumulative Fraction of Forwards

By looking at the average number of hops in Figure C.1d, it is clear that the approaches
with 0 < 1 deliver their packets usually through the most important nodes. This is the
main reason why they are able to deliver their packets faster. On the other hand, the
approaches with higher § values often search for alternative paths that are less congested
in order to deliver their packets. However, if the traffic load is high, they may not ever find
an alternative path that is not under congestion, resulting in packet drops and reduction
of the delivery ratio.

As we can observe in Figure C.2a, the approaches with high § values have fewer packet
drops under low traffic load, since it is easier to allocate their resources evenly. On the
contrary, when the traffic load is high, the approaches with low ¢ values have fewer packet

drops, because they reduce the resources that are needed in order to carry all the packets
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Figure C.3: The impact of § on the Average Delay vs. Delivery Ratio

by delivering them to their destinations. Furthermore, as we can see in Figure C.2b, the
approaches with high ¢ values, achieve a nearly uniform distribution of the packet drops,
since they focus on distributing the traffic load among the nodes evenly.

Obviously, the approaches with the lowest § values tend to have the least forwards, as
shown in Figure C.2c, because of their strict forwarding conditions. However, there are
more factors that affect the total number of forwards in the network. For instance, the
approach with 6 = 0.001 does not have the most transmissions among the others, because
a lot of packet drops occurred due to congestion. On the other hand, the approach with
0 = 0.25 performed more forwards, because it was able to deliver most of the packets with
fewer packet drops. As we can see in Figure C.2d, the approaches that have the highest
0 values, also have the most fair distribution of forwards among the nodes. Interestingly,
even the approach with 6 = 0.001 does not result in a heavily skewed distribution.

To summarize, we showed that by sacrificing the fairness in the network to a certain
degree, we can improve its performance significantly, without excessive use of the most
important nodes. As shown in Figure C.3, when the § parameter has a value less than 1,
we can achieve high delivery ratio, as well as low delay. On the other hand, by assigning
a value greater than 1 to the 0 parameter, we can increase the fairness in the network

without essentially reducing the delivery ratio.
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